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The information, documentation and figures available in this document are written by
the TRUSTCHAIN project's consortium under EC grant agreement 101093274 and do
not necessarily reflect the views of the European Commission. Neither the European
Union institutions and bodies nor any person acting on their behalf may be held
responsible for the use which may be made of the information contained therein. The
information in this document is provided “as is” and no guarantee or warranty is given
that the information is fit for any particular purpose. The user thereof uses the
information at its sole risk and liability. Moreover, it is clearly stated that the
TRUSTCHAIN Consortium reserves the right to update, amend or modify any part,
section or detail of the document at any point in time without prior information.

The TRUSTCHAIN project is funded by the European Union's Horizon Europe Research
and Innovation programme under grant agreement no. 101093274.
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This document may contain material that is copyrighted of certain TRUSTCHAIN
beneficiaries and may not be reused or adapted without prior permission. All
TRUSTCHAIN Consortium partners have agreed to the full publication of this
document. The commercial use of any information contained in this document may
require a license from the proprietor of that information. Reproduction for non-
commercial use is authorised provided the source is acknowledged.
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1 PREAMBLE

Thisdocument provides the challenges, expected outcomes, and technical details that
should be addressed when preparing applications for TrustChain Open Call #5. The
guide is complemented by the Open Call #5 Annexes available at
https://trustchain.ngi.eu/.

Proposed solutions should build on top of existing concepts and technologies already
developed for achieving conformance of data, schemas, state transfer and other
aspects of interoperability across multiple, heterogeneous wallets, applications,
databases and knowledge bases, tokenization methods, blockchains, and fit within
TrustChain's vision and objectives. For example, they should cover aspects of the digital
identity, either based on the DID standard, the elDAS2 or any other approaches
available, privacy and security, ability to generate various proofs that can be generated
and provided for verification in various circumstances and similar. The solutions should
be provided as open-source software desirably at TRL 7, tested, evaluated, and
validated by an adequate pool of potential end-users that should be identified and their
needs addressed in the application, as well as supported by a self-sustaining business
model for exploiting the developed system following the end of the project. Each
proposed solution will have to use the latest technologies for full-stack development
that are compatible with the current standards.

The call is open for submission from 11 November 2024 to 15 January 2025 at 17:00
CET.

2 THE TRUSTCHAIN PROJECT

The Internet has pushed our existence into the digital era, revolutionising our health,
our wellbeing, our social life, our education, and our information. Today we approach
the Internet with our digital identities. There is a plethora of such digital identities that
currently do not properly serve their purpose. Multiple threats related to truthfulness,
trust, and identity (ID) arise when people interact in the digital world: delusion and
manipulation, personal privacy violation and personal data exploitation, unknown
provenance of information, anonymity for performing criminal activities, spread of fake
news using fake identities, skills mismatches, serious breaches of security are only a few
of the threats that have emerged. The spirit of the first-generation Internet based on
individual freedom, material progress, and moral community is slowly turning into
individualism, materialism, and moralism, diverging from essential ethical and
democratic principles that should underline this technology. The design choice of the
past, based on a mix of centrally managed networking and device technologies makes
today's Internet obsolete when it comes to empowering all citizens to act for a more
environmentally friendlier digital transformation, as well as to create a more resilient,
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inclusive, and democratic society, addressing inequalities and human rights, better
prepared for and responsive to threats and disasters.

For TrustChain, the current emergence of Internet of Things (loT), Decentralised
Oracles, Artificial Intelligence (Al), Cloud-to-Edge (aka Fog) Computing, Distributed
Ledger (DLT) and Digital Twin (DT) technologies created the need to build democratic
systems without central points of control that can establish the missing link between
universally agreed objectives in the physical world, and the digital representation of the
reality, thus contributing to the realisation of trusted relationships in the Next
Ceneration Internet. This can be achieved by using various consensus mechanisms
that associate proofs with digital representations and thus help humans understand
the objective truth, achieve trusted relationships on the digital world, allowing them to
undertake well-informed decisions, in either a manual or automated manner. The
ability to arrive at the objective truth by employing democratic governance
mechanisms, consensus-based proofs, verification, and certification can lead to a Next
Generation Trusted Internet supporting humanity in all aspects of life. Today more than
ever, challenges faced all over the world push for our society to reorganise itself to
survive. The United Nations have called to reach 17 Sustainable Development Goals.
Essentially, TrustChain must be leveraged to embed in the Next Generation Internet
principles of human-rights, sustainability, ethics, and other human values that have
been developed and maintained through long lasting centuries of human evolution.

The key concept of TrustChain is to embed the key humanity principles in the co-
creation of the Next Generation Internet and to provide autopoietic, evolutionary,
decentralised, and therefore democratic, transparent, traceable, and regulatory
compliant mechanisms that can support any ecosystem of entities and actors
participating with their digital identities. The basis for this to happen is the use of
decentralised digital identity architectures together with IoT, Al, Cloud-to-Edge, DLT
and DT. Our intention is to embed in such solution's important societal goals in
accordance with objective truth and therefore, trustworthiness.

TrustChain - Fostering a Human-Centred, Trustworthy and Sustainable Internet is a
European project funded by the European Commission under the European Union's
Horizon Europe Research and Innovation Programme and the call topic CL4-2022-
HUMAN-O1-03. As such, it is part of the European Commission's Next Generation
Internet (NGI) initiative. Its overall objective is to create a portfolio of Next Generation
Internet protocols and an ecosystem of decentralised identity management software
solutions that is transparent to the user, interoperable, privacy aware and regulatory
compliant that can seamlessly integrate and interoperate with any of the existing
decentralised applications. TrustChain was launched in January 2023 to address the
inherent challenges within the current centralised Internet architecture that is not
transparent to the user, does not protect the privacy-by-default and does not scale well
through 5 Open Calls and an overall budget of 8,775 M€.
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The 5 Open Calls are the following:

Open Call #1- Decentralised digital identity

The overall objective of Open Call #1 was to define and develop:

o

o

A framework for decentralised user-centric identity management,

Protocols for trustworthiness assessment of entities and their data by means of
verifiable credentials and decentralized reputation systems,

Smart oracles assessing the trustworthiness of data.

Open Call #2- User privacy and data governance

The objective of the Open Call 2 was to develop tools, cryptographic mechanisms, and
other algorithms for data handling and sharing as well as for the management of data
lakes in compliance with the GDPR and other regulations that implement techniques

such
o)

o

as:
Multi-party data sharing mechanisms,

Federated learning mechanisms considering both vertical and horizontal
frameworks,

Encrypted data analytics based on homomorphic encryption,

Secure and privacy-preserving data analytics mechanisms based on local and
global data privacy techniques,

Privacy-preserving usage of Artificial Intelligence, 10T, Cloud or combinations of
those environments to provide the decentralised next generation smart digital
services.

Open Call #3- Economics and democracy

The objective of Open Call #3 was to define and build market mechanisms for data
exchange and data trading as well as innovative win-win federated business models
open data in compliance with GDPR and other regulations that implements
techniques such as:

o

o

o

Funded by
the European Union

Federated business models that consider fair rewarding of its participants,

Establish new or enrich the existing marketplaces. Privacy preserving data
sharing on third-party platforms,

Fair data marketplaces: publish, search, discovery, other mechanisms in
decentralized environments; negotiation mechanisms for data prices,
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o Market competition that is fair and regulated in favour of the innovators,

o Tokenization of assets and its fair trading, protection against scams such as rug
pulls, initial coin offering (ICO) fraud in digital asset trading,

o Establishing the value of the coins based on their quality contents; creating
liquidity in the existing data marketplaces,

o Decentralized governance models that are fair and trustworthy to all the parties
in a data exchange ecosystem,

o Use your elDAS2 on the EU marketplaces,

o Effective data monetization strategies and business models to incentivize data
providers to share their data on exchange platforms.

Open Call #4- Multi chains support for NGl protocols

The objective of Open Call #4 was to design and build the gateways that will make it
possible to transfer knowledge/metadata/data/process/requirements from one wallet,
application, databases/knowledgebase, blockchain to another in a trustworthy and
secure manner. Interoperability across multiple chains is a cornerstone of this call.
Innovative projects should implement techniques such as:

o Transfer of Non-Fungible Tokens (NFTs) across different chains. This might
include the ability to execute contracts that depend on the state or ownership of
an NFT, irrespective of which chain the NFT currently resides on.

o Semantic standards and open ontology schemas that enable the effective
transfer of information and knowledge across chains and allow data
interoperability.

0 Mechanisms and procedures that enable the trustworthy use of digital identities
across wallets, applications and blockchains or the secure binding of digital
identities on muiltiple chains.

0 Models and procedures to support simple and seamless user experience of cross-
chain functionality.

o Develop technigues to carry out DID rotation and translation so that we can
minimize the DID management.

o Create platforms that can build on top of the existing work that has been
undertaken in Open Calls 1,2 and 3. (Details can be found from the TRUSTCHAIN
portal).

o Develop infrastructures that are inclusive, energy efficient, and usable.

o Develop platforms and infrastructures that follow European standards.
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Open Call #5- Green scalable and sustainable DLTs

This call is built on top of all past Open Call #1-4 calls. Its objective is to employ digital
identities, trustworthy data, and already designed novel mechanisms for the
ecosystems’ economy, in order to achieve high energy efficiency and optimisation of
DLTs. We are looking for the most appropriate, relevant and pertinent trade-offs
between the use of technologies, the security of consensus protocols on one side, and
the sustainability and energy efficiency requirements on the other. Innovative projects
should implement techniques such as:

o Develop Energy-Efficient Consensus Mechanisms. Design and implement
consensus mechanisms that reduce energy consumption, potentially moving
away from Proof of Work (PoW), while ensuring the security and trustworthiness
of DLT systemes.

o Introduce Sharding for Scalable Decentralization: Implement sharding
techniques to divide the network into smaller, energy-efficient groups of
maintainers, drastically lowering energy usage while maintaining the security
and integrity of the entire DLT network. These techniques could be related or
employ DePIN incentive mechanisms and approaches.

o Optimize Data Management for Energy Reduction: Explore methods for secure
data removal to reduce the storage demands of DLTs, allowing for the safe
deletion of obsolete data while maintaining the integrity and reliability of the
ledger.

o Enable Consensus-less DLT Functionality: Investigate and implement systems
that performm DLT functionalities without requiring communication between
miners, eliminating the need for costly consensus protocols and drastically
reducing energy consumption.

o Ensure Interoperability and Scalability: Develop solutions that maintain openness
and ensure that the optimized DLT systems can seamlessly interact with existing
infrastructures, while ensuring scalability to accommodate future growth
without increased environmental impact. Moreover, innovative DePIN solutions
that enable scalability and sustainability are envisioned.

o Energy-efficient and interoperable smart oracle solutions: Develop scalable,
decentralized oracle solutions that exploit the capabilities of Al/ML, while being
energy-efficient, and ensuring the reliability and integrity of real-world data.
Interoperability with legacy systems, including legacy identity systems, is
important. Also important is investigating the trade-offs between energy
efficiency and other performance metrics such as latency and number of oracle
nodes.

Conos., TIMELEX g%%, ==

Funded by
the European Union




Energy-efficient Trusted Enclaves: Develop solutions and mechanisms towards
energy-efficient trusted enclaves, potentially involving secure decentralized
processing, secure multiparty computation, ZKP-based analytics, etc.

Energy-efficient Cross-chain bridges: Develop resilient and highly available
bridging solutions that support interoperability and the seamless integration of
multiple DLT-based ecosystems. These bridges should facilitate state/data/asset
exchange, privacy-enabling mechanisms, and digital identities across multiple
chains. The solutions can utilize mechanisms such as TEE, reputation, and data
aggregation to ensure trust while increasing energy efficiency.

Energy-efficiency applications: Develop applications that make use of
decentralized technologies and significantly impact energy efficiency, circular
economy and sustainability, token strategies for sustainability, e.g., green
certificates, digital product passports, etc.

Embedding and embodying philosophical concepts of indigenous populations
that can be used to achieve sustainability and trustworthiness in the context of
climate change are also possible, also related to 5Cs for sustainability, ie.,
Consciousness, Conservation, Community, Commerce, Culture. Examples of
applications may include, for example, but not limited to the DestinE (Destination
Earth) programme.

This document is specifically dedicated to the Open Call 5 and outlines its context and
its application modalities.

Regulatory framework,

Market framework, “Onsaosracy

Business Potential

Human-Centered design,
Citizen empowerment

FIGURE 1: OVERALL STRUCTURE OF OPEN CALLS
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3 OPEN CALL #5: GREEN SCALABLE AND SUSTAINABLE
DLTS

3.1 INTRODUCTION
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the European Union

It's indicative budget is 1989 000 € and will be distributed among up to 17 selected
projects led and executed by a critical number of developers, innovators, researchers,
SMEs and entrepreneurs among others, actively involved in research, development
and application activities in the fields of user privacy, data governance, blockchain,
semantic web, ontology engineering, software engineering, Cloud engineering, digital
twins, edge and fog computing, ecosystem economics, smart applications,
cryptography, standardisation, and security engineering.

Selected projects will last for a duration of 9 months. However, the TrustChain overall
action lasts 36 months, and the selected projects are requested to participate after
these 9 months in future Joint Meetings for the development of the TrustChain
ecosystem.

As part of the TrustChain action, experts in diverse fields will also provide to Third party
innovators selected technology development guidance, working methodology as well
as access to technical infrastructure, training in business model development and data
related topics, coaching, mentoring, visibility, and community building support.

Applicants are invited to submit their proposals on any topic that serves the overall
TrustChain Open Call #5 vision and objectives. Their proposed solution should consider
as minimal requirement to:

0 Be grounded on end-users needs and requirements,

Use standard technology for full-stack development,

Be open-source,

Be of generic value for NG| software developers,

Be able to integrate with the existing Trustchain solutions,
Align with regulatory requirements and standards,

Should be a plug-and-play solution for easy adoption by citizens,

0 O O O o o o

Be sector agnostic.
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Using the mandatory TrustChain proposal template, applicants are expected in
relation to the specific objectives identified hereafter (section 3.3) to explain in their
application:

o The specific technological innovation they propose to develop and how it is clearly
different from alternative solutions that are already available in the market, or
developed by previous EU research and innovation actions (i.e, the EU
ONTOCHAIN Project and any other projects),

o The specific interoperability and conformity need or challenge they propose to
address and who would benefit from their solution immediately, in shorter term
and in the longer term,

o Whether the innovation will focus on the development of new solutions for
existing areas, or a totally disruptive approach or idea,

o Any work they have already done to respond to this need, for example if the
project focuses on developing an existing capability or building a new one,

o Any challenges or opportunities relating to equality, diversity, ethics, and inclusion
arising from their project,

o Explain how their proposed solutions will align with the building blocks
developed as part of the Open Call #1 call on digital identity (more details are
available on the TrustChain webpage).

Applicants when applying should clearly specify the Open Call #5 challenges they
are going to address.

3.2 CHALLENGES TO BE ADDRESSED

Distributed Ledger Technologies (DLTs), such as blockchain, have been transformative
in enabling secure, decentralized systems, but their widespread adoption has led to
significant environmental concerns. High electricity consumption, driven by resource-
intensive consensus mechanisms like Proof of Work (PoW), the need for widespread
transaction verification, and the large amounts of data exchanged across the network
contribute to their negative environmental impact. Efforts to reduce this impact must
navigate a delicate balance between maintaining decentralization and security while
improving energy efficiency. The objective is to optimize DLTs by leveraging digital
identities, trustworthy data, and novel economic mechanisms while balancing
technological advancement with sustainability.

Some of the challenges to be tackled in this call are the following:
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o Energy-Intensive Consensus Mechanisms: Reducing the energy usage of
consensus protocols like Proof of Work without compromising system security
and integrity between nodes. Develop consensus mechanisms that combine the
features of traditional energy-efficient consensus mechanisms with the ability to
interpret and agree on the meaning of complex data. This approach can
significantly reduce the energy consumption of blockchain networks while
ensuring that nodes reach consensus not just on transactions, but on the
contextual understanding of external data.

o Trustworthiness vs. Efficiency Trade-off: Maintaining high levels of
decentralization to ensure trust and democratic control, while reducing the
number of participating nodes to lower energy consumption.

o Onchain/offchain Data Management and Transmission: Reducing the volume of
data stored and transmitted across the network to decrease energy demands
without compromising the accuracy, integrity, or trustworthiness of the
information.

o Integration of Digital Identities. Implementing digital identities to streamline
processes and improve trust without undermining the privacy or security of the
decentralized system.

o Compatibility with Existing DLT Infrastructure: Ensuring that novel mechanisms
designed for energy efficiency and sustainability can integrate smoothly with
existing DLT systems without disrupting their functionality or scalability.

o Oracles and Cross-chain Bridges: Energy efficient, secure, trusted, and privacy-
preserving data processing technologies based on smart oracles for interfacing
with the real world and bridges for interconnecting different chains.

o Oracles for green certificates: Automating the issuance, tracking, and verification
of green certificates, such as Renewable Energy Certificates (RECs). By ensuring
secure and tamper-proof data integration, decentralized oracles enhance the
transparency and reliability of green certificates, enabling more efficient trading
and preventing fraud in renewable energy markets.

o Energy-efficient Trusted Enclaves: Energy-efficient Trusted execution
environments, secure decentralized processing, secure multiparty computation,
ZKP-based analytics, etc.

o Energy-efficient DePINs: Decentralized Physical Infrastructure Networks
collectively achieve to extend the physical infrastructure towards higher
availability, higher coverage and lower marginal costs. However, emerging DePIN
infrastructures are not always energy-efficient or cost-effective as a whole.

o Token strategies for sustainable goals. Appropriate incentives for sustainable
goals may be provided by solutions involving innovative cryptos, tokens,
tokenomics, and token strategies.
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o Balance between privacy and sustainability: it is known that the mechanisms
known as PETs, which are applied to provide a layer of privacy to users are, in
general, of high energy consumption. Teams must find solutions that optimize
their use, applying each mechanism only when strictly necessary, always trying to
find the most efficient solution at all times.

o Adaptation to the Circular Economy and waste reduction: solutions must
minimize the use of materials that generate waste or that are not recyclable. This
challenge involves designing solutions that use renewable resources and
consider the reuse and recycling of components, thus contributing to the circular
economy.

o Efficient use of underutilized resources: applicants should design solutions that
utilize existing compute or storage infrastructure during periods of low activity.
The challenge lies in developing mechanisms to automatically detect when
infrastructures are in a low usage state and redirect processes to those resources
without interrupting other operations.

3.3 SPECIFIC OBJECTIVES

Funded by
the European Union

The objective of this open call is to employ digital identities, trustworthy data, and
already designed novel mechanisms for the ecosystems’' economy, in order to achieve
high energy efficiency and optimisation of particular DLTs. We are looking for the most
appropriate, relevant and pertinent trade-offs between the use of technologies, the
security of consensus protocols on one side, and the sustainability requirements on the
other. A user-centric design, focused on energy efficiency, trustworthiness, and
scalability, will guide the development of solutions. Privacy by design, greenness,
openness, and legal compliance should be carefully considered.

Innovative projects should implement techniques such as:

o Develop Energy-Efficient Consensus Mechanisms: Design and implement
consensus mechanisms that reduce energy consumption, potentially moving
away from Proof of Work (PoW), while ensuring the security and trustworthiness
of DLT systems.

o Introduce Sharding for Scalable Decentralization: Implement sharding
techniques to divide the network into smaller, energy-efficient groups of
maintainers, drastically lowering energy usage while maintaining the security
and integrity of the entire DLT network. These techniques could be related or
employ DePIN incentive mechanisms and approaches.

o Optimize Data Management for Energy Reduction: Explore methods for secure
data removal to reduce the storage demands of DLTs, allowing for the safe
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deletion of obsolete data while maintaining the integrity and reliability of the
ledger.

Enable Consensus-less DLT Functionality: Investigate and implement systems
that perform DLT functionalities without requiring communication between
miners, eliminating the need for costly consensus protocols and drastically
reducing energy consumption.

Ensure Interoperability and Scalability: Develop solutions that maintain openness
and ensure that the optimized DLT systems can seamlessly interact with existing
infrastructures, while ensuring scalability to accommodate future growth without
increased environmental impact. Moreover, innovative DePIN solutions that
enable scalability and sustainability are envisioned.

Energy-efficient and interoperable smart oracle solutions: Develop scalable,
decentralized oracle solutions that exploit the capabilities of Al/ML, while being
energy-efficient, and ensuring the reliability and integrity of real-world data.
Interoperability with legacy systems, including legacy identity systems, is
important. Also important is investigating the trade-offs between energy
efficiency and other performance metrics such as latency and number of oracle
nodes.

Energy-efficient Trusted Enclaves: Develop solutions and mechanisms towards
energy-efficient trusted enclaves, potentially involving secure decentralized
processing, secure multiparty computation, ZKP-based analytics, etc.

Energy-efficient Cross-chain bridges: Develop resilient and highly available
bridging solutions that support interoperability and the seamless integration of
multiple DLT-based ecosystems. These bridges should facilitate state/data/asset
exchange, privacy-enabling mechanisms, and digital identities across multiple
chains. The solutions can utilize mechanisms such as TEE, reputation, and data
aggregation to ensure trust while increasing energy efficiency.

Energy-efficiency applications: Develop applications that make use of
decentralized technologies and significantly impact energy efficiency, circular
economy and sustainability, token strategies for sustainability, e.g., green
certificates, digital product passports, etc.

Embedding and embodying philosophical concepts of indigenous populations
that can be used to achieve sustainability and trustworthiness in the context of
climate change are also possible, also related to 5Cs' for sustainability, i.e,
Consciousness, Conservation, Community, Commerce, Culture. Examples of

! https//commission.europa.eu/business-economy-euro/doing-business-eu/sustainability-due-diligence-responsible-
business/corporate-sustainability-due-diligence_en

Funded by
the European Union

W @ W A\ ALAZTRIA




applications may include, for example, but not limited to the DestinE (Destination
Earth) programme.

Applications should cover the real needs of the end-users in one specific sector such as
banking, education, healthcare, or e-government.

3.4 OCS SPECIFIC REQUIREMENTS

3.4.1 Technical Requirements

Funded by
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In general, a user centric design and implementation, a co-created process with
citizens as well as a use case driven approach will frame the proposed innovative
solution development that should carefully consider the needs for security, privacy,
human-rights, sustainability, and trustworthiness. Interoperability, scalability,
greenness, openness, standards, as well as legal and regulatory compliance should also
be considered, calculated, and assured.

The proposed solutions are intended to be co-created with end users focusing on
online user privacy and data governance, adopting a user-friendly design. Therefore,
they should be designed, implemented, piloted, and validated using a specific
predefined and justified set of end users in an identified use case. The co-creation and
validation approach should be clearly elaborated in the applicants’ proposal. A citizen
digital vulnerable collectives' approach that puts in the centre the needs of the general
population and vulnerable people, instead of technical/experts' users should be
considered. It is intended that the solution is accessible for the general population as
well as for the marginalized/vulnerable communities.

To this end, the applicant should show collaboration with an EU end-user organisation
(i.e,, banking, healthcare, education, policing etc.) as well as consider vulnerable groups
for the evaluation /validation process if possible.

The focus should be on what is currently missing (e.g., trustworthy data access,
ensuring clear and informed user content and expanding what already exists, thus
scaling) rather than building something new from scratch. It is desirable that the
selected projects be able to demonstrate their solution at TRL 7 in a real end-user
setting. If something completely new must be built (see point above), then it should be
well motivated why the nature of the problem warrants a new solution and why the
state-of-the-art solutions do not solve it today (i.e., barriers to technology adoption).

The proposed solution should work within a specific business context and emphasis
should be put on its scalability, on its energy efficiency and its minimum value
proposition. Cross-border data sharing, moving data across EU-international borders
should be carefully considered. It should be also compatible with existing data sharing
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frameworks, standards and demonstrate the energy efficiency through measurements
that are quantifiable.

The proposal should identify and justify how the proposed solution, or specific services
and/or modules provided by it, can be used by other service and application developers
of the TRUSTCHAIN ecosystem.

Finally, focus should also be put on the demonstration of the technology. In particular,
the applicant should demonstrate to have access to an infrastructure that is EVM
compatible where it can be deployed and piloted.

Link with other Open Calls: Understanding what digital identity (Open Call #1) is, data
owners privacy policies requirements and data governance (Open Call #2), market
mechanisms for data exchange and trading, and federated business models (Open Call
#3), interoperability across multiple chains (Open Call #4) is prerequisite for designing
and implementing innovative and fit for purpose, green, scalable, and sustainable DLTs.
Solutions to be developed in this Open Call #5 should consider some of the approaches
and outcomes identified in Open Call #1, #2, #3, and #4. Joint activities between Open
Call #1, #2, #3, #4, and Open Call #5 innovators will be facilitated by the TrustChain
consortium.

3.4.2 Sustainability requirements

Various emerging technologies currently pose huge environmental impact. This
negative impact should be assessed against the benefits fromm using these
technologies. The applicants are requested to provide a short assessment of the trade-
offs, considering from one viewpoint the benefits when using the technology, and from
another, the potential energy-inefficiency. Various best effort solutions should be used
as a baseline for providing such self-assessment.

3.4.3 Regulatory and standards requirements

New economic/business models for the ecosystem economy, user centric data
management, addressing privacy aspects, legally and regulatory compliance (e,
CDPR-compliance, verification, and certification of records of data processing
activities).

3.4.4 User Centricity requirements
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As mentioned above, the proposed solutions should be designed, implemented,
piloted, and validated using a specific predefined and justified set of end users in an
identified use case. It is paramount that a co-creation and validation approach is clearly
elaborated in the applicant's’ proposal and the vulnerable collectives’ approach should
be used for the user testing.
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Afirst step is to establish target groups of users' representative of the future user base
aswell as clear use cases. Once thisis done a plan for users to be recruited and involved
in the co-creation process should be clearly presented. Also, it should be clarified who
in the team will take care of both this phase and the following ones.

Following that, a roadmap that ranges from the beginning to the end of the project
with the appropriate methodologies should be set up. For the approach to be
complete it should include a needs assessment of the target end-users, co-creation
phases and a final validation. The roadmap should include the methodological
approach taken for co-creation, objectives and phases of the testing, and sample size.
The sample needs to be representative either qualitatively or quantitively of the target
population.

Finally, there should be an account on how users (and relevant stakeholders if
applicable) would be onboarded in the design process and how their feedback will be
incorporated in the development of the solution.

3.5 EXPECTED OUTCOMES AND POSSIBLE APPLICATION
DOMAINS

With this OC, the following APIs or SDKs could be created, to be available for the rest of
the teams, and for the European developer commmunity, as open source:

o Sharding (API or SDK): An API or SDK designed to facilitate the integration of
sharded DLT systems. This tool would allow developers to partition a DLT into
smaller groups (shards), enabling efficient data management and lower energy
consumption while ensuring cross-shard communication and security.

o0 Consensus-less DLT (APl or SDK): This APl or SDK would enable the
implementation of consensus-less DLT systems, where miners or nodes do not
need to communicate to validate transactions. It could offer new models of
transaction verification that are less energy intensive.

o Secure Data Removal (APl or SDK): This would provide mechanisms for secure,
verifiable data pruning in a DLT system. It would allow developers to safely delete
obsolete data while maintaining the integrity and auditability of the blockchain.

o Energy-Efficient Consensus (APl or SDK): An API/SDK that integrates energy-
efficient consensus algorithms (such as Proof of Stake or Delegated Proof of
Stake) and alternative trust models to reduce the environmental impact of DLTs.
Thiswould enable developers to choose the most suitable consensus mechanism
based on energy consumption needs.

o Digital Identity & Trust Management (API or SDK): A digital identity management
SDK to facilitate the creation, verification, and management of digital identities
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within DLT systems. These tools would help minimize redundant verification
processes and optimize transaction trustworthiness without compromising
decentralization.

o Green DLT Monitoring & Optimization (APl or SDK). A monitoring and
optimization toolkit to help developers measure the energy consumption, carbon
footprint, and performance of their DLT systems. This API/SDK would support real-
time energy consumption analytics and suggest optimizations based on the
system’s configuration.

o Smart Oracle Framework (APl or SDK): Energy efficient smart oracle framework
that is based on different trust methods, such as game theory, reputation, and
staking. The framework should be able to support different data sources, data
types, and data flow direction such as recording data from external sources to
smart contracts and triggering events that involve off-chain entities or external
APls.

o Cross-chain bridging framework (APl or SDK): Robust bridging framework that
supports state/data/asset exchange, privacy enabling mechanisms, and digital
identity types across multiple chains.

With this OC, the following outcomes are expected:

o Sharding: Sharded system a DLT into a federation of smaller groups of
maintainers without lowering the security of the entire network. Smaller
maintainer groups require less energy to exchange and verify transactions
drastically reducing the CO2 footprint.

0 Consensus-less DLTs: Classical DLTs use costly consensus protocols to agree on a
global order for all the transactions. Recent studies show that it is possible to
implement DLT functionalities without communication between miners.

O Secure data removal: Classical DLTs rely on storing a complete list of transactions
to enforce data integrity. However, such an approach requires ever-growing
storage capacities leading to unsustainable expenses. Techniques allowing to
safely delete a part to solve this problem are expected.

o Task management and dynamic load distribution: intelligent load distribution
systems that dynamically assign tasks to idle infrastructure based on machine
learning algorithms. These systems could predict when an infrastructure will be
idle and plan intensive tasks for those periods, thus optimizing the use of
resources in real time.

o Integration between public and private infrastructure: considering how public
infrastructure is made use of, such as municipal data centers, idle during certain
hours, or even private infrastructure resources with idle capacity on weekends or
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off-peak hours. Develop solutions that can be integrated in a secure and efficient
way, respecting the regulations of shared infrastructure use and taking
advantage of idle resources.

Life Cycle Assessment (LCA) for environmental sustainability: Ensure that
solutions are not only sustainable from an environmental perspective, but also
generate social benefits throughout their entire life cycle. Mitigating the negative
impacts that technologies could have on the environment and society by
promoting responsible practices that address both ecological sustainability and
social welfare.

Possible use cases and application domains include:

o

Applications that run across DLT-based ecosystems. For example, a car-sharing
system that allows the movement of a car from one trusted ecosystem in
Ljubljana to another trusted ecosystem in Athens.

Application of sustainable protocols that can meet the SDG goals.

o Energy efficient protocols in the banking, healthcare, and manufacturing sectors.

o Energy-efficient and self-upgradable Proof of Stake blockchain-based systems

0O O O O O

O O O O O O

like Tezos.

Energy efficient blockchains in the supply chain.

Blockchain for green finance and sustainable fintech.

Energy efficient digital asset registers.

DLT-based ecosystems for achieving compliance, ESG targets and regulations.

Applications/services currently deployed in one blockchain to be accessible from
a second.

Infrastructure as a Service (laaS) and/or Inter-organizational collaboration.
Energy optimization in data centers.

Recycling and reuse of obsolete hardware for low-income communities.
Responsible supply chains.

Renewable energy in crypto assets mining.

Use of infrastructure in idle hours.

3.6

MANDATORY DELIVERABLES

Projects selected and funded by the TrustChain consortium will have to deliver four
mandatory deliverables during their lifetime. The four deliverables are defined below:
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o DI. State of the art overview, use case analysis and preliminary technical
specification of the solution. The deliverable should clearly specify how the
proposed solution extends and/or upgrades the state-of-the-art.

o D2: Detailed technical specification of the solution, software implementation
work plan, demo scenarios, numlber of end users that will be involved in any pilots,
and preliminary business plan.

o D3: Implementation, deployment, testing, demonstration, and validation
roadmap in a real-life application (e.g., banking, education, healthcare, utilities,
defence or cross-border travel) and result of the validation process.

o D4: Modularised software components ready for distribution, full documentation
for developers/users, final business plan.

3.7 TRUSTCHAIN ECOSYSTEM TO DATE

The TRUSTCHAIN project framework encompasses an innovative protocol suite and
applicationsthat address diverse requirements and topics. These include decentralized
identity management, cryptography, secure data management, privacy-aware
computation, anonymized proofs and consensus, intellectual property, data value
sharing, trustworthy economics and democracy, multichain support, and solutions for
more environmentally friendly, scalable, and sustainable decentralized ledger
technologies. The following figure shows how these functionalities, protocols and
applications should aggregate to formalise the TRUSTCHAIN ecosystem.
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FIGURE 2: TRUSTCHAIN LAYERED-ARCHITECTURE

These open source functionalities, protocols and applications are developed by third
parties innovators selected under TRUSTCHAIN Open Calls and as soon as

implemented they are part of the TRUSTCHAIN framework and become available for
the future Open call Projects.
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FIGURE 3: TRUSTCHAIN FRAMEWORK

To date, OCl related to decentralised digital identity has been achieved with 13 projects
implemented, while OC2 related to user privacy and data governance has been
achieved with 15 projects implemented. OC3 projects related to smarter data exchange
and data trading as well as innovative win-win federated business models are in the
middle phase of their development. The following section provides an overview of
these OCI1, OC2, and OC3 projects. They can serve as basis for OC5 intended solutions
while OC5 solutions can complement them to ensure answering specific needs of end
users. Complementary information about these projects can be found here:
https://trustchain.ngi.eu/selected-projects/. OC4 related to interoperability across
multiple chains are at the time of writing this document not yet selected.
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3.71 Open Call #1 - Decentralised digital identity

The following figure illustrates the 13 TRUSTCHAIN OC-1 funded projects and their
corelation with the baseline TRUSTCHAIN technologies.

Advanced
cryptogra...

Governan-
ce and Co...

IM4DEC

FIGURE 4: MAPPING BETWEEN THE OC-1 PROJECTS AND THE TRUSTCHAIN
BASELINE TECHNOLOGIES

They are further described hereafter.

o DidRoom: Open-source, multiplatform, multi-standard, multifunctional SSI
wallet

DidRoom is an open-source multiplatform and multifunctional Identity DID/SSI
wallet, compliant with the W3C-DID and W3C-VC standards and with the current
“The European Digital Identity Wallet Architecture and Reference Framework”
(EUDI — ARF, version 1.0.0 from January 2023) which is the technical core of the
elDAS 2.0 regulation. DidRoom will also have advanced cryptographic and
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blockchain functions, including signatures, multi-signatures and blockchain
interoperability (for Ethereum, Hyperledger Fabric and Sawtooth, and Planetmint).

CreatorCredentials.cc: Decentralised Issuer Services for Verifiable Creator
Credentials

We propose a project to develop a decentralised user-centric digital identity
management framework specifically designed for the cultural and creative
industries. CreatorCredentials.cc will develop a software application and a legal
framework that can be used by media organisations to provide services to issue
verifiable creator credentials.

The app will be based on new and upcoming W3C and ISO standards for
decentralised content identification (ISCC), decentralised identifiers (DIDs),
verifiable credentials (VCs), and other established online reputation systems. It will
be aligned with emerging European regulations on digital identity, such as elDAS,
as well as the directives on copyright (DSM), the Digital Services Act (DSA) and
Digital Markets Act (DMA). With the app, media organisations will be able to issue
verifiable credentials to creators and rightsholders in providing authentication and
attribution to increase the trustworthiness of declarations and claims to digital
media content online. This will increase trust and transparency of the digital media
markets.

The app will be developed as an open source, dockerized service that can be
installed without permission by media organisations intending to offer VC issuer
services. It will facilitate the onboarding process, mutual authentication, and
verification of credential issuers and creators based on novel SSI trust frameworks.
The app will support the creation and issuance of various credential types and
subjects, depending on the use case of the creator or rightsholder.
This dockerized service will provide a secure and efficient platform for managing
digital identities and credentials, ensuring regulatory compliance, and maintaining
privacy. CreatorCredentials.cc will establish a new role for public entities and
organisations in digital media publishing. By extending the state-of-the-art in
digital identities to the cultural and creative cormmunities and solving existing real -
world problems, the project aims to provide new and highly innovative software
solutions for credential issuers and future trust services.

MUSAP project: Multiple SSCD with Unified Signature API Library

A Secure Signature Creation Device (SSCD) is a specialized cryptographic device
used to generate digital signatures with high level of assurance (LoA). SSCD securely
stores locally or remotely the private key which cannot be exported. When a user
wants to sign a digital document, SSCD generates a digital signature using the
private key and the document digest. SSCDs are used in applications that require
high level of assurance, such as person authentication, identity verification, and
signing legal documents, etc. To implement an SSCD, combination of hardware
and software measures are required to ensure device security and signature validity.
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This project ‘Multiple SSCD with Unified Signature API Library: MUSAP' aims to
develop a new software interface called Unified Signature Application
Programming Interface (USAPI) Library.

The interface provides a consistent and flexible way for applications to request
either low, substantial or high LoA signatures, regardless of the SSCD technology or
location of the private key. USAPI simplifies the integration of various systems and
services by presenting a standard set of methods and protocols for exchanging data
and functionality. Project aims to work on a flexible identity management for end-
users allowing them to control their trust relationships (private keys).

USAPI Library allows developers to build elD applications and Identity Wallets that
can easily integrate with multiple systems without having to learn the details of
each individual SSCD interface. USAPI simplifies the development process, reduces
costs, and accelerates time-tomarket for new elD applications, making it
particularly useful in the context of citizen's digital services, where multiple
independent services need to interact with each other seamlessly.

TREVO: Trusted Electronic Voting

Voting systems have evolved during the last hundreds of years to become more
sophisticated and complex, starting from paper-based ballots up to electronic
voting machines and internet voting which have been introduced as new voting
technologies. However, electronic-based methods have raised concerns about
security and the potential for tampering results, manipulation or hacking. The
TREVO project aims to revolutionize electronic voting systems by employing
decentralized identities rooted on blockchain and an SSI approach that puts the
user at the centre of the process from the early phases of the design phase.

The main objective of TREVO is to tackle main challenges in electronic voting that
are still open, such as voter anonymity, ballot privacy, trusted tally/audit as well as
verifiability. It employs blockchain technology and more specifically Decentralised
Identities, Verifiable Credentials and state-of-the-art communication protocols and
architectures, following the latest EU guidelines and regulations in terms of digital
identities and data protection. The framework incorporates a mobile wallet that
enables EU-wide interoperability for citizen authentication and authorization based
on well-established technologies entailing trust from anchors of the public sector.

A mobile application isthe core of the project which will be cocreated with the end-
users, keeping them in the loop from the ideation and design process up to the
testing and evaluation, integrating their feedback through an iterative procedure.
TREVO will be deployed and evaluated/validated in real use cases of a Greek
municipality (Trikala) where direct citizen feedback is needed for addressing issues
such as urban planning, wider regional strategies (e.g. energy or digital transition)
and e-governance, leaving no one behind, including elderly people and vulnerable
groups.
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The new approach is expected to increase the trustworthiness of e-voting systems
in EU and across the globe and even make a step towards initiating the discussion
for e-voting in national elections.

o Orchestral: Identity in an ethical internet community

A group of ethical internet activists, members of the Pangea organisation, aim to
co-develop an identity management system for marginalised and internet activist
communities built by mature communities that work with Pangea's digital service
and circular device management services. The system will allow users to manage
theironlineidentities and access community-centred internet services trusted high
quality data according to their identity profile. The system development uses and
will be open-source software. The system will be evaluated and disseminated to
other communities. The system will be designed to be trustworthy and to preserve
personal privacy. It will be aligned with decentralised identity models, including
considering EIDAS and build on existing and emerging digital identity technology
solutions, but adapted to the target and other similar cormmunities of practice. The
system will be driven by the end-user coommunity and developed by a team of
developers and researchers from Pangea and UPC. The system, extended with
decentralised digital identity according to the community of practice needs, has
the potential to significantly impact the lives of communities involving
marginalised citizens working on digital services and circular devices. The system
will give users greater control over their online identities and make accessing
essential digital services easier. The system will also help to promote trust and
privacy online in more efficient and scalable commmunities.

o The Social Wallet

We're rapidly moving into a digital-first world, which requires a different set of skills.
That creates a real risk that certain groups of people will be left behind. Those with
weaker socio-economic backgrounds, in vulnerable personal circumstances — old,
sick, incapacitated, homeless — or are already marginalized, like certain minorities,
refugees, or internally displaced. The Social Wallet project specifically supports
these vulnerable people.

o DID4EU: Decentralized identity infrastructure for Europe

The goal of this project is to offer developers and organizations a holistic open
source decentralized identity infrastructure that makes it easy to build applications
using off-chain and on-chain technologies (e.g. SSI, m-docs, NFTs, SBTs) in a way
that is ecosystem- and blockchain-agnostic and compliant with EU’s existing and
emerging regulation on digital identity like elDAS2 or GDPR. This project is building
on and will extend waltid's existing open source products in various ways, for
example, by adding new capabilities as required by the elDAS2 regulation (e.g.
support for m-docs (ISO/IEC 18013-5:2021) and related data exchange protocols), by
making the open source code available on every platform (all popular
programming languages & mobile) and by improving overall code quality and

BB s, TIMELEX C#Y [ et

Funded by
the European Union



scalability to support production deployments. Moreover, we are building vertical-
specific applications with customers from different verticals to make decentralized
identity accessible to organizations and end-users. Considering that the project
establishes a holistic infrastructure under an open source license (Apache 2), third
party developers and organizations can also use it to build applications across
industries with ease. Finally, the proposed project is completely aligned with
TRUSTCHAIN's mission, objectives, challenges, proposed solutions and even several
illustrative examples for project ideas.

o IM4DEC: Identity Management for the Digital Emergency Call

UN convention Article 9 requires countries to take measures for the full and equal
participation of persons with disabilities, including access to commmunication and
information services. Despite this, there are still about 1 million deaf and hard of
hearing persons in Europe who currently rely on outdated technology (e.g. fax) and
help from others to make an emergency call. DEC112 is a non-profit association that
has designed and developed a standard-conform infrastructure (ETSI TS 103 479)
for deaf emergency chats (ETSI TS 103 698). Since 2019, the association is now
operating a system in Austria in collaboration with the Ministry of Interior that
connects emergency chats to the appropriate emergency communication centre
by utilising location information. However, stilla number of challenges exist that are
addressed in the proposal and will - in case of funding - be implemented and made
available as open source.

o WIDE: Web3 Identity Integration for DAOs and Education

The project proposal focuses on developing a Decentralized Identity (DID) bridge
prototype for managing user identities and connecting the European
Commission's elDAS 2.0 initiative with decentralized autonomous organizations
(DAOs) on public-permissionless distributed ledger technologies (DLT). This use-
case agnostic solution aims to enhance credential access for Web3- native
organizations and protect individuals' data privacy rights.

The solution, WIDE, aims to combine existing technologies from traditional finance
and the cryptocurrency sector with innovative DID concepts. It features a novel
architecture that preserves privacy and user control, while freeing users from the
responsibility of managing their data directly. Our DID bridging client relies on
existing wallet solutions to empower DAOs to access user data without the need for
custom integrations with individual identity solutions.

This project's anticipated impact includes a component for composable verification
of verifiers to the elDAS ecosystem and improving the composability of elDAS Type
2 configuration- compliant solutions for improved market access of DAOs to the
European Economic Area (EEA). The prototype will undergo testing in three (3)
distinct scenarios: voting using EVM wallets, enabling DAOs to verify credentials,
and integrating with existing DAO frameworks like DAOHaus ‘Moloch v.3'.
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o CLIENT-DIDs: Client-managed secret mode for DIDs
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In this proposal, we will improve the Universal Registrar tool, which is a well-known
open-source project at the Decentralized Identity Foundation (DIF). Parallel to the
Universal Resolver (which allows resolution of DIDs), the Universal Registrar allows
creation of DIDs across different DID methods and networks. It offers an abstraction
layer with a universal interface, which means that clients of this tool can create DIDs
without having to know or implement details of the underlying DID method (which
may involve blockchains, web servers, or any other technology). This tool can be self-
hosted, it should not be operated by a single centralized authority.

EVI Electric Vehicle lIdentity: Protecting driver privacy, while streamlining
transactions in public charging stations

Drivers of electric vehicles (EVs) face significant data privacy risks when charging
their vehicles in Public Charging Stations. Each charge point operator (CPO) uses
different software to manage its stations and collect charging fees. Drivers are
forced to sign up with multiple applications to start a charging session in Public
Charging Stations. This further complicates drivers' experience as each application
requires personal and financial data before it enables the driver to initiate a
charging session. An underappreciated risk with the dispersion of information
across multiple platforms is that vehicle and user data can be used to pinpoint
users’ locations and everyday activities. Drivers do not retain control on how 3rd
parties exploit their personal data. For example, CPOs can use data related to users'’
daily location, vehicle type and frequency of charging sessions for targeted
advertising or provide these data to 3rd party advertisers that seek to target specific
user groups. Most drivers do not fully understand the potential uses of their private
data whenever they sign up for an EV charging application.

IS-CIS: Information Sharing: consensual, innate & sequential

We propose a generic framework that mimics human nature in disclosure of
identity and has a myriad of different social and business applications. It can allow
the disclosure of sensitive medical data for the purposes of recruiting a cohort of a
medical trial or guide the disclosure of personal data in a social setting. It could
become a de facto standard for identity disclosure fromm human to IT and enable
complex multi-person chains of disclosure.

It reserves control and repeal rights in the hands of the individual. It allows
discoverability. It places an onus on the asker to justify and convince the askee. It
retains a permanent record of who requested, and who granted, what and when.

Our proposed framework does not replace validation- it does not verify the data in
the system with external sources of truth — as such it is synergic with all other
solutions that do provide that validation. Its purpose is to hand a safe, verifiable
control to the owner of the data.
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o PRIVE: Privacy Respecting Identity Verification Enabler for Digital Identity

Wallets

PRIVE extends the decentralized user-centric identity management framework by
building an open source library that can be added as an extension to any SSI wallet
on the Holder side to enable the use of hardware-based keys. This offers the
possibility to bind Verifiable Credentials (VCs) to the wallet of the holder and transfer
the root of trust of the SSI ecosystem purely to the digital wallet by considering an
underlying Trusted Component as part of the wallet, without making any
assumptions on the trustworthiness of the other layers. This enables digital identity
wallets to align with emerging regulations and standards like elDAS that require
higher level of assurances for services. At the same time, we make sure that privacy-
enhancing properties like selective-disclosure are fully supported, in order to make
the wallet compliant with privacy regulations like GDPR. To this end, PRIVE utilizes
a privacy-preserving cryptographic protocol, namely Direct Anonymous Attestation
(DAA) to provide verifiable evidence and assurances about the presented VC's origin
and integrity. We can now enforce that a VC can only be issued by an attested Issuer
and that this VC is bound to the Holder's device (wallet), overcoming the current
limitations of bare proof-of-possession of a sw-based key. PRIVE follows a user-
centric design and implementation, co-evaluated with the end users, thus,
envisioning to achieve high level of user acceptance. It is also agnostic of the wallet's
implementation and the underlying VC Data Model considered.

3.7.2 Open Call #2 - User privacy and data governance

The following figure illustrates the 15 TRUSTCHAIN OC-2 funded projects and their
correlation with the baseline TRUSTCHAIN technologies.
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FIGURE 5: MAPPING BETWEEN THE OC-2 PROJECTS AND THE TRUSTCHAIN
BASELINE TECHNOLOGIES

They are further described hereafter.

o DOOF - Data Ownership Orchestration Framework
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Today control over data visibility is centralized into the hands of data sharing
platforms’ owners. Rightful data owners are not actively involved in the data value
chain, and this results in low trust and willingness to share data, hindering the
growth of a European data market. Based on a patented multicast end-to-end
encryption scheme and smart contracts, Ecosteer decentralized consent
management technology — the Data Visibility Control Overlay (DVCO) - allows
individuals to unilaterally grant & revoke visibility over data streams generated by
their devices to selected stakeholders, as mandated by the GDPR. Additionally, a
smart contract implements a compensation mechanism based on tokens,
incentivizing data sharing. Within NGI TrustChain Call #2, Ecosteer will develop the
Data Ownership Orchestration Framework (DOOF), a set of open SDKs, libraries and
Smart Contracts that allows data owners to exercise data ownership rights — i.e.
grant, revoke and monetize data visibility. In fact, the DOOF's objective is to facilitate




the integration of the DVCO as well as any other consent management technology,
e.g. for data sets rather than data streams, with any data source and enterprise IT
system, enabling companies and institutions to deploy user-friendly data exchanges
privacy-compliant by design. In this project Ecosteer will integrate its technology
with smart-home sensors and distribute them among a selected group of citizens
in Bolzano. Thanks to a user-friendly interface, citizens will be able to unilaterally
control third party visibility over their data and to be compensated for data sharing.
Such validated solution will be proposed to Utilities to deploy their own transparent,
ethical and GDPR compliant data exchanges, involving their customers and
business partners. Additional data sources, e.g. energy meters, other smart home
sensors, wearables, etc, can be added over time, expanding data sharing &
monetization opportunities without impacting system scalability provided as-a-
service by the DOOF.

o UtiP-DAM - Utility-Preserving, Decentralized Anonymity of Mobility data

Understanding crowd mobility is essential for governments and businesses to
prepare for long-term challenges like climate change, mid-term challenges like
increasing urbanization, and short-term challenges like controlling the spread of
diseases. For instance, mobility data is used to optimize public transportation,
improve mobile and wireless networks and study human contacts to help public
health experts track viral diseases. However, mobility data is a very sensitive type of
data, since mapping the movements of individuals can reveal personal information.
Anonymization cannot be limited to suppressing metadata containing the subject’s
identity, because the origin, the destination and even the intermediate points of a
trajectory may allow re-identifying the individual who followed it (de Montjoye et al,
2013). Proper anonymization requires masking detailed spatiotemporal Information.
Currently, the standard approach to building anonymized datasets is centralized:
the subjects send their data to a controller, who takes care of producing an
anonymized mobility data set. This requires subjects to blindly trust the controller,
which is not acceptable in most cases. There isanother risk inherent to mobility data,
which is the possibility to re-identify individuals in anonymized datasets by cross-
referencing them with other existing or newly published datasets (Srivatsa et al,
2012). Hence, the requirement for anonymity of mobility data must be controlled in
consideration of publicly available data. The goals of our project are threefold: -
develop a decentralized method, based on utility-preserving k-anonymity, that will
allow anonymization of mobility data in a way that guarantees that even the
controller cannot re-identify individuals in their datasets. - create an auditing tool
that enables data controllers to audit their proprietary datasets for de-
anonymization risks and anonymize the data if risks are uncovered using a
centralized k-anonymity algorithm. - create a verification tool enabling individuals
and companies to uncover public datasets that contain similar trajectories to theirs.

o MorphMetro - Secure and privacy-preserving exchange and analysis of measured
data based on homomorphic encryption
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Measured data obtained by measuring devices and its subsequent analyses
(measured data accuracy, errors, measurement uncertainty, regulation compliance,
etc.) are pillars for quality assurance (QA) in a wide spectrum of various industries
(food industry, pharmacy, etc.). Currently, there is no universally accepted protocol
for the machine-interpretable structuring and digital dissemination of
measurement data, leading to concerns in data governance and user privacy.
Fortunately, the science of measurement (metrology) is undergoing digital
transformation, as evidenced by BIPM's recent Joint Statement of Intent. Our
solution builds on emerging new standards (SI-Digital, Digital Calibration
Certificates, etc.) to add a crucial component for digitalizing QA reliant on measured
data. We propose an open-source solution for the secure exchange of data
(measured data and subsequent analyses) in use cases where one needs analysis of
measured data to be carried out by a third-party data analysis service. This “third
party entity” operates independently of the entity (organization, department, team)
involved in data collection most often if: - there is a need to ensure an unbiased
analytical perspective (often prescribed by metrology regulations) and/or - the
analysis is carried out as commmercial service offered on the market and/or - there is
a separate “in-house” analytical department/team within the same organisation In
each case it must be ensured that data security is maintained, reducing the risk of
unauthorized access or data misuse, including privacy risks if measured data
contains possible Personally Identifiable Information (PIl). Shortly said, our proposal
has a simple input » measured data, and a simple output -» analysis of measured
data. However, it will use state-of-the-art technologies (blockchain, homomorphic
encryption) and emerging standards and architectures established in the EU space
(European Blockchain Service Infrastructure (EBSI), Alastria, Digital Calilbbration
Certificates (DCC)) in order to make the solution trustworthy, scalable and compliant
with prevailing and upcoming regulations.

SURE - Synthetic Data: Utility, Requlatory compliance, and Ethical privacy

Clearbox Al, an award-winning tech startup based in Turin, Italy, specializes in
facilitating Al and Analytics projects through Synthetic Data generation. Their
privacy preservation and data augmentation expertise, notably in banking, finance,
and healthcare, aligns seamlessly with TRUSTCHAIN's mission to establish secure
and dependable data routes for responsible Al adoption. The proposal confronts the
challenges posed by the rapid evolution of Al, particularly in safeguarding user
privacy and data governance. Al presents distinctive privacy risks, including potential
individual identification in anonymized data. Clearbox Al's solution centers on
Privacy-enhancing technologies (PETs), focusing on Synthetic Data. This method
preserves real-world data's statistical properties and predictive capabilities while
ensuring privacy. The project's core goals involve creating an open-source library
that harmonizes user privacy and data utility for Al training. It will also provide fine-
grained privacy controls and uphold regulatory compliance through GDPR
adherence features. Moreover, the project promotes responsible data practices,
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especially in the financial sector. The proposed product, named SURE, empowers
users to evaluate the privacy and utility of anonymized datasets using both
traditional anonymization techniques and synthetic data. Its user-friendly interface
enables individuals with limited Al knowledge to evaluate and test anonymous and
synthetic datasets, preserving privacy without sacrificing utility. The project's impact
is poised to be significant. As Al's contributions to the global economy grow, SURE's
provision of a customizable, open-source synthetic data library democratizes access
to secure and privacy-respecting data solutions. It serves a diverse user base,
encompassing fintech and healthcare companies, equipping them with a potent
tool to bolster their data privacy practices while maintaining dataset utility.
Additionally, the proposed solution dovetails with TRUSTCHAIN's fundamental
objectives, cementing its status as a valuable asset in erecting secure and reliable
data pathways for responsible Al adoption.

o dGUARD - Privacy preserving data-sharing platform

Nowadays, there is a widespread perception that data has great value. Harnessing
this value and the vast amount of data available can generate huge revenues for
online service platform providers. It is common for data owners not to take
advantage of thisvalue in an adequate way and often give or share their data for free
or pay with it for the use of a service. In general, these platforms offer services without
preserving the privacy of users' data, without secure data exchange, without
identification of the data or its provenance, or without providing mechanisms to
track, explain and validate the data. The main limitation of data sharing platforms is
users' lack of trust in privacy and control to manage their data. The user's perception
of helplessness is increased by not knowing how their data is used and with whom
it is shared. Therefore, it is necessary to preserve user data privacy and secure data
exchange, in order to build trust among participants and ensure data sovereignty.
Leveraging the capabilities offered by blockchain technology and the use of
advanced cryptographic technologies to ensure data sovereignty in the third-party
data sharing, this project will focus on delivering four main components: 1) A consent
management system based on self-sovereign digital identity authentications and
interactions, 2) A privacy preserving authentication mechanism to enable privacy
preserving authentications thus boosting anonymization, 3) A proxy re-encryption
scheme to guarantee e2e data privacy 4) A blockchain notarized audit-trail to
guarantee traceability, non-repudiation and accountability. dGCUARD offers an
innovative solution that harnesses the power of self-sovereign digital identity, Zero-
Knowledge Proofs and proxy re- encryption with a comprehensive approach
designed to revolutionize the way data exchange procedures are carried out, with a
primary focus on improving consent management, strengthen data security,
privacy and anonymity, while ensuring robust process accountability.

0 NG-SC- Next Generation Smart Cities

In the rapidly evolving landscape of the Next Generation Internet (NCI), data storage
and management are undergoing a profound transformation. Historically,
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centralized entities and corporations held dominion over vast data stores. However,
the NGI heralds a paradigm shift, prioritizing user-centric data governance, where
individual users maintain control and ownership of their data, and even more
intriguingly, their loT devices become active contributors to this new ecosystem. In
recent years, the idea of smart cities in which the infrastructure layer and data
acquisition/storage is made available by government entities has gained significant
traction. This is mostly attributed to the higher availability of cost-effective IoT
devices/sensors, and growing connectivity and bandwidth of networks. However,
the financial investments required to setup, and maintain the infrastructure are a
high barrier to entry. Moreover, these infrastructures are commonly centralized into
three layers namely, data acquisition layer, storage and computation layer, and
finally the application layer in which users and companies participate in by
leveraging the data. This project envisions a future where users actively participate
and maintain all three core infrastructure layers. To realize this, we propose a
decentralized model that allows both users and their smart devices to contribute
building a decentralized infrastructure. The solution builds on a paradigm shift in
the way data driven computation occurs. As such, data never leaves the device,
instead computation is broken down into independent sets, and migrated across
the network. This guarantees data privacy, and ownership whilst at the same time,
makes use of the currently untapped computational resources of 1oT devices. Our
strategy involves harnessing advancements in Multi-Party Computation (MPC)
technology, advancing a novel MPC protocol to a demonstrative phase. All software
of the platform and the MPC protocol will be made open-source to further establish
trust and inclusivity of the solution. In summary, our project seeks to empower users
to actively participate and be rewarded in the data economy, fundamentally
transforming data ownership in the NGI era. We propose a user-centric data
governance model, fortified by cutting-edge technology, and a decentralized
resource marketplace that enables users to take control of their data and
computational resources. This vision aligns perfectly with the evolving landscape of
the NGI, where data is not just a commodity but a democratized and user-
empowering currency.

DUME - Decentralised User-Centric Media Extension

Tidy City encourages both individuals and organisations to routinely capture high-
resolution images of streets and roads. The images captured with Tidy City app are
then analysed by advanced Al models on centralised servers, detecting various
urban challenges such as waste mismanagement or signage issues. However, like
many contemporary platforms, once users submit their data to Tidy City, they
relinquish much of the control over it. Project DUME aims to change the centralised
nature of digital platforms like Tidy City by: 1. Extending Solid Protocol that adeptly
manages large-scale media datasets with decentralised web platforms. 2. Validating
the robustness of the decentralised, user-centric features of the protocol created in
1, by implementing and testing it in Tidy City. The challenges of implementing a
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protocol capable of handling vast volumes of high-resolution photographs with
associated metadata for streets and roads, ready for Al model training, are manyfold:

= For Al model training, swift and efficient data retrieval is essential. This involves
implementing parallel data retrieval processes, batch data requests, and
caching mechanisms to ensure minimal latency.

= The protocol should support rich metadata annotations, ensuring indexing
mechanisms deliver quick searches and filtering based on this metadata.

= Specific Al access control ensures that Al model trainers can access the
requisite data without compromising other personal or sensitive data. This
involves creating specialised 'views' or 'profiles' of the data specifically curated
for Al training.

= Giventhe dynamic nature of data (new images added constantly), the protocol
must support robust versioning mechanisms, allowing users and applications
to fetch historical data versions efficiently. DUME aims at creating a validated
path not only for tidy city's evolution, but also for numerous other projects that
depend on large amounts of media data, towards a decentralised digital
paradigm where users maintain sovereignty over their media contributions.

o AURORA MINDS - Empowering Children with ADHD Through Privacy-Preserving
Data Collection

Aurora Minds represents a groundbreaking initiative aimed at addressing the need
to early and accurately diagnose ADHD in children, while prioritizing data privacy
and security. In a landscape crowded with assistive technologies for ADHD, this
project distinguishes itself by integrating robust privacy measures at its core.
Existing ADHD assistive technologies often overlook privacy and security concerns,
leaving users vulnerable to data risks and profiling. To counter these challenges,
AURORA MINDS implements a multi-layered security framework, including Identity
Management (IdM) and Privacy-Enhancing Technologies (PETs). This approach
enhances data security, strictly controls access to sensitive information, and ensures
compliance with data privacy regulations. The project leverages machine learning
techniques such as federated learning and local differential privacy to protect
sensitive user data during collection and analysis, aligning with GDPR requirements.
Aurora Minds adopts a human-centric design approach, tailoring personal data
collection from a child while s/he interacts with a serious tablet animation game to
cater a unique ADHD risk assessment process. The project benefits various
stakeholders, including children, parents, educators, and clinicians. Children are
examined through a specialized application supporting their behavioral unique
requirements and independence. Parents receive reassurance regarding data
confidentiality, gaining insights into ADHD risk assessment and relevant information
to provide better support. Clinicians benefit from enhanced diagnosis capabilities,
aided by qualitative and quantitative measurements. Access rights are carefully
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managed using the Privacy-ABCs (Privacy-Attribute-Based Credentials) approach,
ensuring that each entity—child, parent, and clinician—receives appropriate access
privileges. By incorporating this proposal into the TRUSTCHAIN framework, AURORA
MINDS elevates TRUSTCHAIN's reputation by exemplifying a steadfast commitment
to data privacy and security. The emphasis on PETs and federated machine learning
not only bolsters data privacy but also mitigates legal risks associated with data
sharing, enhancing data quality for effective decision-making.

OIDC PRINCE - OpenlID Connect with PRIvacy-eNhanced ConsEnts

The OIDC PRINCE project aims to enhance the privacy support in user consents
used in OpenlD Connect authentication and authorization processes. Nowadays the
consent toaccess the claimsabout end-user and authentication events (e.g., gender,
birthdate, phone number), may have associated privacy issues. Users need to be
informed regarding the potential risk of providing consent for the personal
information access by services/entities that may not be trusted by the user and the
OpenlD Provider, which is responsible to manage the authentication and
authorization. OpenlD PRINCE introduces the proof of privacy regulations
compliance (e.g., compliance with GDPR) in the OIDC discovery and registration
processes using data privacy vocabulary (DPV) specification that can be certified by
entities external to the OIDC authentication process. These proofs can be stored
securely in a EMV compliant blockchain. OIDC PRINCE also enables privacy analysis
toassess the risk of services accessing the end-user private information. This analysis,
performed by Fuzzy Logic models considers the claims which access is being
requested and the profile of the service requesting the access, for instance if it is a
service associated with acquisitions or a service for education and learning. OIDC
PRINCE contributes to enhance the support of privacy in OpenlD connect by
enabling informed consents, and by minimizing the data sharing with entities that
are not trusted, or that do not provide evidence of being trustworthy in terms of
privacy management.

PECS - Privacy Enrooted Car Systems

People’s privacy control over the personal data that they generate and consume
while they drive modern cars is extremely weak at present. There is historical as well
as recent evidence that car brands harvest a variety of personal data from drivers
and, arguably, full compliance of their processing with the European General Data
Protection Regulation is questionable. PECS revolutionises modern car ecosystems
for what concerns the processing of personal data. It does so by advancing, tailoring
to the specific domain and, ultimately, combining together both soft and hard
privacy measures. The project raises drivers’ soft privacy through the PECS interface
for static and dynamic control of personal data, so that drivers can decide what to
share and with whom and when, as well as follow and control the flows of data at
service run time by means of multy-sensory media techniques. Hard privacy thrives
in the project through a combination of obfuscation techniques including
Federated Analytics, Secure Multi Party Computation and Pseudonymisation, so
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that drivers are enabled to keep their personal data opague to anyone from the
outset. All developments proceed from the established academic laboratories of
UNICT-UNIMORE, then are demonstrated in the operational environment of MASA-
UNIMORE, reaching TRL7. The PECS results stem from the open-source, open-
Internet approaches, hence bear huge technical, societal and industrial impacts,
bringing Europe at the forefront of data protection, at least in the automotive
domain. PECS also brings forward a whole new range of business opportunities such
as various forms of software support for its technologies, and of renewed car services
leveraging privacy-by-design-by-default. Finally, PECS provides the necessary
grounds favouring the inception of a new breed of services that would be naturally
enrooted on drivers' sensitive data such as sexual, religious and political orientations,
e.g. apps for dating, praying and debate on political topics.

o EIDCMP - elDAS compliant membership platform

WalliD and the Portuguese Blockchain and Cryptocurrencies Association (APBC) are
forging a dynamic partnership to develop an advanced membership platform,
poised to revolutionize the verification and credential issuance processes for
Professional and Governmental Associations. Our platform will enable these
associations to seamlessly verify member IDs and issue dynamic, verified credentials,
all while accommodating new data updates. Crucially, this system will operate in full
compliance with elDAS regulations and adhere to the latest industry standards. In
this project, our primary approach is to leverage existing technology and established
standards, ensuring accessibility for all associations. Our comprehensive system will:

= Verify member ids with meticulous adherence to eidas regulations,
harnessing the power of digital ids and digital wallets.

= |ssue verifiable credentials in strict compliance with w3c standards and the
eidas directive.

= Enable user management and sharing of credentials.

= Safeguard user data throughout the entire process, from verification to
credential issuance, ensuring a secure and private environment.

With WalliD and APBC at the helm, this initiative will pioneer a new era of
streamlined and secure membership management, providing associations and
institutions with a powerful tool to enhance their services and compliance, while
safeguarding the privacy of their members.

o DID-IMP - Decentralized public key Infrastructure for Defended loT data
management and procurement

The DID-IMP projectis building a decentralized public key infrastructure to allow any
connected object to be able to deliver or procure secured and traceable data. To
achieve this, Werenode is leveraging blockchain technologies to remove the need
for a classical hierarchical structure with players like the Certificate Authority (CA)
and the Registration Authority (RA). For DID-IMP, we replace these administrator-
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like trusted third parties (RA & CA) with a feeless blockchain smart contract. The
blockchain is also used as a Certificate Store on which services providers can issue
and manage revocable certificates and credentials. Such a lean architecture is
especially well adapted for Internet of Things (loT) Secure Automatic Data Sharing
SADS. Indeed, SADS can be used in various ways to simplify and streamline data
sharing processes, and to secure and trace data transfers. Some of the main use
cases include: Connected Cars: DID-IMP-enabled cars can automatically share data
for tolls, parking, vehicle recharging (electricity or hydrogen), and other
transportation-related processes, making the service more convenient for drivers.
They can automatically deliver maintenance data with selected relevant bodies.
Remote healthcare: SADS systems can enable remote healthcare services, such as
telemedicine and patient monitoring, improving access to healthcare. Sensors can
also collect data on patient health and behavior and control the delivery of this data
with specific accredited personas. Cognitive Cities: |oT plays an important role in
creating smarter, environment conscious and more efficient cities. Applications like
smart traffic management, water and waste management, and public safety rely on
secure data transfer to optimize operations and protect citizens' data. Energy
Management: loT devices in the energy sector, such as smart meters and grid
sensors, transmit data about energy consumption and distribution. Secure data
transfer helps utilities ensure data accuracy and protect against unauthorized
access. It's also a key component to be able to build local and decentralized energy
communities. And also, Smart Homes, Maintenance, Logistics... In a nutshell, we
build a Trust Chain for loT secure data sharing, bringing better traceability to data,
securing their flow and allowing companies to reduce administrative overhead, save
time and money, and offer a better protected data sharing experience for final
customers. Indeed, users can retain ownership and control over their l1oT data while
granting access to specific parties through permissioned credentials. Additionally,
our SADS-enabled solution can help to manage the flow of sensitive data and the
compliance to the new European and Global regulations, thanks to the native
traceability features provided by blockchain technologies combined with the
process proposed by this DID-IMP project, which implies a traced blockchain
transaction for each data transfer, also tracking the main regulatory characteristics
of the data exchanged.

o GUEDHS - Data Governance and User privacy envisioning an EHDS pilot
deployment

The Covid-19 crisis has significantly raised the urgency for efficient use of health data
beyond the healthcare providers' borders. It has also highlighted the importance of
joint European health initiatives and data-sharing scenarios, as the ones promoted
by the European Health Data Space (EHDS). Data can improve patient outcomes
(orimary use of data) while fostering research, and accelerating the development of
new health services (secondary use of data), but only if it is shared securely and
reused by stakeholders. In this process, privacy must be respected, data usage
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control enforced and transparency ensured. Establishing the EHDS is an integral
part of building a European Health Union and the CUEDHS project will pilot it, at an
interregional scale. As the epidemic risks increase globally, and to fast-forward crisis
preparedness and resilience, GUEHDS project will present a solution leveraging
existing concepts and technologies developed for data value-sharing in respiratory
infections scenario. Promptly will bring a federated learning framework, while IPN
will adapt a cybersecurity tool, for fast deployment of a Federated Network in action.
This solution will enable data custodians to grant and revoke permissions on the
data they control, and monitor the data used by FL tasks at the different data nodes.
The testing data partners — CHUC and CHUdSA — will pilot-test GUEHDS solution
within a clinical study on the epidemiological trends of respiratory viruses. This pilot
will establish the ground for the Portuguese Observatory for Respiratory Diseases,
an initiative that can be scaled at a European level together with Regulators (EMA)
and Life Science Companies.

ProvenAl - Provenance in Al

Imagine a world where every piece of data, every article, and every contribution has
a traceable lineage. Where, instead of Al models indiscriminately assimilating vast
volumes of data, every fragment has a unigue identifier and provenance. ProvenAl
promises such a world, aspiring to construct a Decentralised Provenance Platform
tailored specifically for unstructured data. It doesn’'t stop at mere identification ; the
objective is to ensure knowledge creators can trace how their content is utilised
while receiving just compensation. Traditional platforms offer limited utility in the
evolving realm of Generative Al and semantic searches. ProvenAl distinguishes itself
by segmenting massive unstructured datasets into semantically relevant sections,
ensuring only pertinent data segments respond to specific Al queries. This not only
promotes data minimization but also protects against unwarranted data exposure.
In this rapidly advancing age of information, ProvenAl stands as an ally to ethical Al
development and data governance. By valuing the rights of content creators and
emphasising user privacy, it seeks to redefine the dynamics of knowledge
acquisition and compensation in the Al sphere. With ProvenAl, we're not just
building a technology; we're nurturing a vision where innovation aligns seamlessly
with integrity, accountability, and respect for every byte of knowledge contributed.
As we move forward, ProvenAl seeks to play a pivotal role in shaping a digital
landscape that is both equitable and transparent, ensuring that the digital footprints
of today become the trustworthy paths of tomorrow.

LED-UP - LEVEA's Enhanced Data Governance and User-Centric Privacy in
Decentralized Systems

Amid the digital evolution, a pressing need has emerged to bolster user privacy and
data governance. This is especially palpable for people forced to live in refugee
camps who require robust, private, and transparent health data management. Our
groundbreaking proposal, built upon the Alastria B Network, aims to redefine the
way we approach these challenges. Using pioneering tools like Decentralized Digital
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Identity and Homomorphic Encryption, coupled with DAO structures, we offer a
framework where data privacy is not just a feature but the very foundation. While
the current digital landscape offers decentralized solutions, many fail to put user
privacy and data governance at the forefront. Our model diverges, ensuring every
data interaction prioritizes user consent, traceability, and security. This commitment
extends beyond mere encryption; it reshapes how data is stored, shared, and
accessed, always keeping the user's rights at the centre. Through consistent
collaboration and feedback loops with users and stakeholders, especially those from
vulnerable settings like refugee camps, we craft a solution inherently aligned with
their needs. Our co-creation ethos guarantees that our framework is not only
technologically advanced but also deeply empathetic, understanding, and
responsive to real-world user challenges. Moreover, our proposed framework
introduces a paradigm where data sharing is both transparent and potentially
beneficial for users, marrying user privacy with data governance seamlessly. This
harmony between privacy and governance is pivotal in sectors beyond healthcare,
finding resonance in finance, real estate, and more. Together as Hora e.V. with our
industry-leading members, we are able to realise a paradigm shift on how user
privacy and data governance is handled in a decentralized world. Thereby, we are in
sync with TRUSTCHAIN's vision, which seeks to set a transformative benchmark.

3.7.3 Open Call #3 - Economics and democracy

This section lists Open Call 3 projects. Their mapping with the TRUSTCHAIN baseline
technologies is at the time of writing this document under development.

o ZKorum - Verifiable Moderation on eAgora

The internet was initially designed to connect computers, not humans.
Consequently, we find ourselves in the midst of an online identity crisis: either we
remain fully anonymous and unverifiable, akin to bots, or we adopt public profiles,
risking the compromise of our privacy. This dilemmma exposes us to a plethora of
issues, including scams, stalking, doxing, bullying, identity theft, etc.

The online trust deficit, coupled with the rampant dissemination of false information,
extreme opinions, armies of bots, and polarizing algorithms, has transformed social
media into a toxic environment. Here, diverse viewpoints are met with hostility
rather than open dialogues. Gartner predicts that by 2025, half of users will abandon
or significantly reduce their social media usage.

Enter ZKorum, an open-source, privacy-preserving and verifiable social network
designed to empower individuals, especially those who are vulnerable or
marginalized, to engage in free civil discourse, paving the way for a more resilient
democracy. Through the integration of Self Sovereign Identity (SSI) and Zero
Knowledge Proof cryptography (ZKP), ZKorum enables users to anonymously prove
attributes like personhood, age, profession, gender, nationality, etc. Additionally,
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ZKorum offers users an Al-powered solution to rephrase their posts more
respectfully, promoting constructive dialogues.

In the short term, ZKorum users log in with work/school email addresses and receive
Verifiable Credentials to post as anonymous members of their organizations. This
approach addresses the issue of self-censorship in professional and academic
settings. As more official credentials, including the European Digital Identity,
become available, ZKorum aims to evolve into the next generation eAgora for public
opinion polling, discussions, and market research.

With more than 70 active pilot users, ZKorum is testing and iterating on a closed
MVP at ESSEC Business School. The scope of this grant application is to develop a
trust-minimized system to build auditability for any application generating verifiable
data.

Al-MetaBloQ - Biosample related DLT marketplace with Al quality biosample
quality assessment tool

Al-MetaBloQ is a DLT-Marketplace with a Reactive Artificial Intelligence Tool for the
use cycle of data related to human biosamples. The DLT-Marketplace applies
Blockchain technologies to the exchange of data in the field of human
biospecimens and patient data, provides service exchange and data transfer
services to all members of the chain. The incorporated Al tool produces real time
quality assessment of biosamples with simultaneous prediction of appropriate
secondary use for a given research activity. The system contains the creation of Al-
MetaBloQ platform, includes a “Distributed Ledger Technology” online Marketplace
that promotes sharing of data, characterizing biosamples and patients, distributing
trust between entities in the biosample usage chain, in a regulatory compliant
manner, acting as a decentralized digital identity along with privacy preserving
exploration of distributed sensitive medical data using strong collective encryption
and Distributed Digital Identity. With AIMetaBloQ, data sharing becomes a positive
side effect of patient use and control of data, with a "Ledger of Me" approach. The
goal is to be the standard in the Biobanking industry. AIMetaBloQ includes a smart
tool, based on Reactive Artificial Intelligence, with the aim of fully developed,
interoperable, synchronized and ontologically unified Quality Management of
biospecimens of human origin, which automatically ranks biospecimens in terms of
qualitative completeness, depending on pre-analytical data collected in real time
from different sources and entities and simultaneously predicts and recommends
the suitability of the selected biospecimens by researchers for their research
activities, as well as their individual derivatives, depending on the type of research
activities set from the beginning. Al-MetaBloQ's Reactive Al engine observes live
actions of members of the usage chain and reacts to them. The smart engine
narrows down choices of biospecimens for research use based on how it rates their
handling and quality.

o Tru-1P AMICA - Trusted IP Asset Management in Cultural Aggregators
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The objective of the Tru-IP AMICA project is to build a market-ready demonstrator
that targets real-world experimentation around the use of new tokenisation
mechanisms for the protection, exchange, and IPR management of
artistic/cultural/neritage assets.

With Tru-IP AMICA, Compellio proposes the design and implementation of a
blockchain-enabled solution for the trustworthy creation and reuse of data
within/across data spaces for cultural heritage. The proposed solution encompasses
the thematic vision of NGI Trustchain OC3 while focusing on the economic and
democratic capabilities that the next-gen internet can enable, particularly for the
creative/cultural/IP spaces.

The project will augment and build on existing frameworks, models, and related
work that has been performed in the context of:

o The common European data space for cultural heritage

o Europeana's data models and semantic interoperability of data/assets across
EU federated cultural alliances (i.e. Aggregators)

o Compellio's participation in the 1st EU Blockchain Regulatory Sandbox with a
use case related to "Digital Culture Passports"

o Compellio's joint research with MIT Connection Science in the fields of open
blockchain architectures, new tokenisation paradigms, and legal ramifications
of tokenization

o Compellio’'s participation in the Internet Engineering Task Force (IETF) SATP
Working Group

By showcasing the innovative technological capabilities and business benefits of
blockchain and web3 technologies, Tru-IP AMICA aims to pave the grounds for
catalysing broader implementations that could position EU's creative/culture
economy at the forefront of the strategic deeptech vertical of web2-web3
interoperability.

DIDimo - Credential issuance/verification compliancy and marketplace

One major barrier to the wide adoption to adoption and democratization of
decentralized identities is assessing the compliance, of decentralized services, to the
accepted interoperable standards. Currently in the decentralized identity world, the
credential issuance and verification space is populated by multiple standards, that
define cryptography, file formats and transport protocols.

If two decentralized services, such as a credential issuer (or a verifier) and a mobile
wallet, speak different protocols or misuse an existing protocol, the problems
generated from this situation can be hard to trace, would have long lasting
consequences and be challenging to resolve.

Ciry
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If we aim to democratize the development and deployment of credential
issuance/verification, we need to provide tools that allow anyone to easily and
independently verify the compliance of the services to one or more protocols.

Born from our experience with developing the open source identity solution
DIDroom, DIDimo's main goal is to boost the market adoption of decentralized
identity services, by offering anyone to test the wallets' compliance to multiple
protocols as well as a marketplace for service providers.

Briefly DIDimo will allow:

o End-users, developers or software integrators, can assess the compliance of a
credential issuer/verifier to multiple standards (we aim for: SD-JWT, W3C-VC,
OpenlD4VCI, OpenlD4VP, vc-di-bbs) by entering its endpoint in a web
interface (or via API).

o Developers/Solution providers can submit their issuance/verification services to
DIDimo in order to have a compliance check, receive a blue-stamp if the result
is positive (or a red-flag with a list of the issues found) and to list their service in
the marketplace of the platform.

o For every bluestamp, DIDimo produces a "badge" in the form of verifiable
credential (W3C-VC) which can display on the website of the credential service
provider (or a third party, such as participatory democracy platform, a
marketplace, a social media etc.) using an iframe.

o End-users (and various stakeholders) can browse and compare the list of
submitted services in the marketplace.

o End-users can provide feedback and rating of the services, adding a
community driven trustworthiness on top of the technical assessment, usable
by all the parties in a data exchange ecosystem.

o TAC! - Traceability and Trust in the Agrifood supply Chains

The Enismaro Project offers an end-to-end solution able to track and trace the food
production process and to enforce transparency by disclosing information about the
products to the parties of the chain and to the end consumers. The solution is
enforced by a Blockchain ledger and an |IOT sensors framework which are the key to
ensure that quality requirements are met.

The solution allows the parties to sign paperless "Smart Contracts" related to KPIs
and quality conditions captured by the |IOT sensors. The Smart contracts have legal
validity as they are registered in Blockchain.

Enismaro makes the agri-food traceability objective.

Enismaro solution is innovative on several aspects. From the process point of view,
Enismaro combines an 10T sensor framework — which captures qualitative
conditions relating to the product or process in real time — with a Blockchain
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framework, which is managed autonomously by users. Hence, this allows all the
actorsin the food chainto create "smart contracts" within the platform in which they
agree on certain quality conditions that must be respected (e.g., cold chain
monitoring), thus breaking down the information gap and increasing transparency
in the process through the information collected by sensors and recorded on the
Blockchain.

o VALUE4ALL - Unlocking value for all participants in a data ecosystem

Data are nowadays core assets, not only for companies, but also for everyone of us
as individuals. Different initiatives across Europe develop frameworks to guarantee
that the use and exchange of data is done in environments (data spaces) ensuring
not only trustworthiness, governance and sovereignty, but also the generation of
added value for participants.

We usually think of these spaces to be used by large companies, but local retail and
businesses could profit from them too. We shop at local groceries, bakeries or corner
stores, which have information about everyday shopping activity but do not record
or analyze it. Buyers (end users) have no incentives to share their data either.

VALUE4ALL will create a data aggregation platform to incentivize data sharing and
create quality datasets. On one hand, customers will be able to scan a QR code
located at the stores to register information about their transactions through a short
form (what you bought today, at which time, how was your experience). In return,
they will get tokens, which will allow them to earn rewards, discounts or other
advantages for their next shoppings, which will encourage them to share valuable
and real information. No personal data will be required, so privacy will be kept.

On the other hand, data will be registered and organized in a structured way so local
businesses will find a way to improve their service level and reputation, as well as the
customer experience and loyalty.

Furthermore, as the quality of generated data is assured, these data sets can be
offered and monetized in different and wider data spaces and platforms so they can
also be valuable beyond local areas, strengthening the global data value chain.

o AUTHBOND - Authentic Bond Operating Network for DAOs

Contracting in Web3 has an accountability problem because the pseudonymity of
contributors diminishes their eagerness to focus on delivery. To address this
shortcoming, our project introduces bid bonds to the TrustChain platform and
makes it available to Web3. The conceptis prevalent in traditional public and private
sector contracting, but has yet to be implemented for Web3 to provide transparency
to digital trade and democratise on-chain economies. Bid bonds can effectively
mitigate risks associated with project defaults, particularly in grant programs that
currently rely on milestone-based payments by requiring contractors to deposit a
security.
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Through our experience in the development of decentralised identity and Web3
credentialing we have not only enabled decentralised autonomous organisation
(DAQO) contributors to use real-world identities for finding work in Web3, but also
identified a concept to use distributed ledger technology (DLT) networks for
enhancing the process behind bid bonds. Our solution proposes to replace
traditional centralised third parties with a combination of Web3 credentials and
staking contracts. This innovative solution not only streamlines the process but also
introduces more efficient contracting methods in Web3 and beyond.

These privacy-preserving yet metadata-rich bonds can induce legitimacy for digital
identities that are part of the TrustChain Large Scale Pilot (LSP) and provide utility
for the WIDE solution by bolstering industry adoption, as well as increasing
transparency for users contracting in Web3. Through the use case of awarding
contracts for running nodes of a decentralised remote procedure call (RPC) network
and together with the RPC gateway provider PORTERS, we want to bring the next
generation of services procurement to users of Web3 and the TrustChain platform.

o Trust-ICMF - Trusted International Contract Management Framework

In the context of international trade, the lack of interoperability, standardisation, and
trust among parties leads to the persistence of contracts on paper-based media,
whereas the digitization of contracts in human-machine readable form,
interoperability, and decentralisation could lead to significant advantages such as:
streamlining and automating workflows based on structured interoperable data,
efficient identification of parties, contract drafting and distributed validation
alongside the development of an open and sustainable ecosystem based on
verifiable data exchange. Given these clear needs, the United Nations Economic
Commission for Europe (UNECE) / Trade Programme and the International
Chamber of Commerce (ICC) are beginning to propose mechanisms for modular
and standardised composition of international contracts.

InTrade4You aims to introduce, for the first time in the market, an open source
framework capable of simplifying, accelerating, and enhancing the development
and execution of digitised international trade contracts, following a decentralised
model.

The main value proposition provided by our open source project is:

o The composition, by the involved parties, of an international contract in the
form of Verifiable Credentials (W3C standard), following controlled
vocabularies (JSON-LD) of the UNECE/Trade Programme and de-facto
contractual standards of the ICC in use globally.

o The implementation of trustless, evidentiary, and transparent mechanisms
based on blockchain and Self-Sovereign Identity technologies for the
decentralised identification, consent, and independent verification of

B es.. TIMELEX (}#y ﬁ Dby o e

Funded by
the European Union



relationships, policies, validation mechanisms, and regulatory activities for
authorised entities.

o The ability to integrate all the necessary services for the drafting and
enforcement of an international contract: from contract creation to the
management of banking and customs compliance arising from the same
contract, in light of the interpretative rules of the ICC and international best
practices.

o A decentralised and interoperable ecosystem for reference, selective
disclosure, and sharing of contractual information with negotiation
stakeholders (parties, shippers, customs, banks, auditors, ...).

o QX Travel Wallet - The Web3 Travel Experience Wallet and SaaS / WaaS Ecosystem

Funded by
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QX Travel Experience Wallet is a Web3 ecosystem that enables connection between
Cities and Tourists with a Decentralized Identity and an innovative reward system
for travelers. By leveraging centralized cloud tools for cities and decentralized
technologies for travelers, we plan to offer users a seamless yet secure way to earn
rewards. The experience part of the wallet will be an Open Source Software to enable
public inspection, contribution, and longevity. For the DID module, we will utilize
DIDROOM, a product from the NG| ecosystem.

This innovation bridges the gap between Web 2.0 tools like the ones Google and
Meta offer, which often compromise user privacy and monetise user data. This
project aims to empower users with decentralised solutions to protect their privacy
and deliver reward tokens instead of impression-based advertising. As consumer
trust in centralized platforms wanes, there is a growing need for privacy-focused
alternatives that allow travelers to access digital tools without compromising
personal information.

With QX Travel Experience Wallet, users can still utilise essential digital tools like
navigation, exploration, and communication without exposing their data. The city-
to-tourist connections utilize web3 wallets that enable tourists to collect city tokens
and redeem rewards, further envisioned as a European Travel Coin.

The platform will serve as eWallet for tourists and as a Wallet as a Service for agencies
and cities, enabling the democratisation of tourist data and tourist engagement for
economic prosperity and democratic principles. By integrating decentralised
governance models, prioritizing individual privacy, and promoting fair practices for
the tourist experience, this initiative democratizes the digital experience and data.

This project aligns with the NGI TrustChain's Open Call #3 goal by contributing to
economic vitality through data marketplaces and data democratisation in smart
cities, ensuring that the benefits of technological innovation are inclusive,
participatory, and accessible to all.

PLD - Flowback: Enhancing Democratic Decision-Making with Predictive Liguid
Democracy




Flowback is an open-source decision system that aims to transform decentralized
democratic governance and decision-making through Predictive Liquid Democracy
(PLD). This innovative platform crowdsources ideas, promotes civic engagement,
and improves the quality of democratic decisions by integrating prediction markets
with the flexibility of liquid democracy.

Designed to empower communities and organizations, Flowback offers a
transparent and inclusive mechanism for decision-making. It combines Al with
human insight, enabling smarter, more democratic choices. By using PLD, Flowback
aims to create decision-making processes that are resistant to misinformation,
aligned with collective goals, and informed by quality predictions. Users can propose
ideas, predict outcomes, bet on predictions, vote, and assess prediction accuracy,
ensuring decisions are guided by informed and trusted voices.

Flowback serves a diverse audience, including non-profits, decentralized networks,
political parties, educational institutions, corporations, and government entities, all
looking to enhance their governance structures and tap into collective intelligence.
The system is scalable and adaptable to various sectors, making it a versatile tool for
entities of all sizes.

We are seeking support from TrustChain Open Call #3 to refine Flowback's
capabilities, particularly in addressing the challenges of civic mobilization and
decentralized decision-making. Our focus includes real-world testing and adapting

Flowback specifically for (i) open-source communities that need tools for
collaborative decision making, (ii) political organizations that need tools for grassroot
democracy, (iii) not-for-profit organizations and networks that need tools for

decentralized decision making.

Flowback's development aligns with TrustChain objectives, aiming to foster a
democratic, trustworthy, and sustainable digital society. By elevating Flowback to a
higher Technology Readiness Level (TRL), we intend to prove its real-world
effectiveness and validate its potential to reshape decision-making across Europe.

In essence, Flowback is set to redefine digital democracy tools, contributing to the
TrustChain Large Scale Pilot and boosting the global competitiveness of European
organizations. Our project will exemplify the practical application of TrustChain's
vision, propelling us toward a more democratic and sustainable future.

o FLORA - Federated Learning Ovulation tRacking App with Reward System

Ovulation Tracking applications have become indispensable tools for women,
serving multiple purposes, including family planning and detecting potential health
risks. However, the collection of sensitive data for analysis by these apps poses
significant privacy concerns. If mishandled, such information could lead to user
profiling or legal disputes, such as abortion accusations. Recent studies show that
many period tracker apps lack privacy safeguards and share data without user
consent. Consequently, there is a pressing need to safeguard users' privacy rights.
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FLORA is an innovative ovulation tracking app that harnesses Federated Learning
to promote transparency and enhance users' privacy. This cutting-edge approach
ensures that data remains on users' devices while enabling the collaboratively
training of machine learning models.

FLORA offers accurate ovulation date predictions and personalized health insights
using Artificial Intelligence, aligning with the advancements of the Next Generation
Internet. To bolster security, additional privacy-preserving mechanisms are
employed. Fully Homomorphic Encryption is applied during the model aggregation
phase to shield user data from potential breaches, while local differential privacy is
integrated to ensure data privacy from model-based threats. Furthermore, FLORA
leverages blockchain technology to establish a verifiable consent system. This
system verifies each user's consent for data sharing and prevents unauthorized
alterations. Blockchain also serves as a transparent repository for storing machine
learning model versions generated during the Federated Learning process. Lastly,
to recognize and incentivize user participation, FLORA introduces a blockchain
reward system for users who contribute models or data commensurate with their
contributions.

The project's ultimate objective is the development of a user-oriented mobile
application for precise ovulation tracking with total control over data, enhanced by
the power of Al. This solution places the utmost importance on safeguarding user
privacy and machine learning transparency through state-of-the-art techniques,
ensuring that individuals can confidently use FLORA for their health and well-being
needs.

TC - TrustCity

The TrustCity (TC) project will establish a secure, transparent and verified model for
engaging people in smart cities and communities where users will be able to
actively participate in shaping the city's policies, projects and initiatives.

The TrustCity utilizes citizen-focused models based on decentralized autonomous
organization (DAO) system to facilitate resident participation in proposing
(including problem reporting) and decision-making for policies, projects and
initiatives at the city or community level. The transparency model empowers citizens
with comprehensive information to make informed decisions and to follow
realization through progress reports, all in one place. Users can confidently review
and rate the decision realization process at all stages.

As a model for encouraging citizen participation, the TrustCity project is developing
a community rewards program through city token. For all activities in shaping the
city's policies, projects and initiatives, users will be rewarded with city token, which
can be exchanged for discounts on goods and services at local levels. Terms and
conditions of city token will be also defined by a smart contract.
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Verification of user identity will be confirmed through elD/elDAS(2) infrastructure
during the registration process. All developed tech solutions will follow GDPR
regulation and technological interoperable with EBSI infrastructure.

o SPARK-IT - Igniting Innovation with Trust, Collaboration and Expert Mentorship

The SPARK-IT project is a trustworthy open-source platform for growing ideas,
projects and business plans in an environment with specialists in various fields that
share their knowledge to enhance innovation. The goals of the project are to
accelerate startup growth, to facilitate consultancy from experts in different areas,
and to provide a gateway for potential investment opportunities or crowdfunding
campaigns. Leveraging the advantages of blockchain technology, SPARK-IT fosters
a culture of trust and transparency, shielding one's intellectual property and
empowering innovators to find mentorship and collaborate confidently. An artificial
intelligence based matching solution and a reputation system using reputation
tokensenhance the democratizing access to valuable expertise, while reward tokens
with monetary value incentivize specialists to contribute their knowledge, ultimately
advancing a thriving ecosystem of innovation and collaboration. The design of the
data transfer protocols, and the storage policies provide security, and ensure that
only the intended actors can access the information. This is achieved through the
use of blockchain technology for traceability, and a decentralized storage system
with encrypted data for providing secure access control over the proposals, the
obtained feedback and other intellectual property. SPARK-IT paves the way to
developing the innovator's business models into ground-breaking solutions that can
have a significant impact in the industry.

o SecureOpinion - Decentralized and Secure Public Opinion Sharing Platform using
Zero-Knowledge Blockchain

Online opinions, whether right or wrong, can significantly influence people to make
decisions across various domains, from consumers buying products to political
ideologies and voting on certain issues. Fake reviews, spoofed and compromised
identities, and sponsored accounts might be involved in coordinated campaigns of
disinformation that can distort public perception, damage reputations, and erode
trust in online information. The current system is centralized, which could allow data
or opinion Manipulation and censorship. Furthermore, whistleblowers or legitimate
users such as journalists or human rights activists hesitate to express their honest
opinions due to the fear of surveillance, retaliation, personal attacks, or reputation
damage. In this research proposal, we investigate the solution that leveraged the
decentralized blockchain system to create a secure and privacy-preserving solution
for public opinion sharing on social media platforms, fostering increased trust and
transparency. The proposal would investigate how blockchain technology can
strengthen the security of public opinion sharing by establishing a tamper-resistant,
decentralized ledger to record and verify user interactions and content
dissemination. We would employ the zero-knowledge proof of the identity to ensure
anonymity while still providing verifiability. The proposed solution embraces a user-
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centered strategy by giving priority to user experience, privacy, and democratic
principles. The proposed system supports the essential rights of privacy and aligns
with the democratic values of open discussion without the fear of negative
consequences. The deliverable of this research would contribute towards building a
more trustworthy, transparent, and user-centric digital ecosystem for public
discourse and expressing political or social opinions.

FitChain - Empowering Personal Health Data Sovereignty through Blockchain-
Enabled Monetization

FitChain is a decentralized platform designed to revolutionize the fitness and health
data economy by enabling secure, privacy-preserving, and equitable exchange of
personal fitness data. At its core, FitChain leverages blockchain technology to create
a transparent, immutable, and usercontrolled environment where individuals can
monetize their health and fitness data while maintaining complete privacy and
control over their information. Utilizing Distributed Ledger Technology (DLT), and in
particular Algorand, FitChain ensures that all transactions are securely recorded,
providing a tamper-proof history of data exchange and monetization activities.
Smart contracts automate the consent and compensation processes, ensuring that
users are fairly rewarded for sharing their data and that data usage adheres to
predefined agreements, thus enhancing trust and compliance with regulations like
GDPR.

FitChain adopts a federated business model that empowers users with digital
sovereignty, allowing them to decide what data to share, with whom, and under
what terms. This model disrupts traditional data silos, enabling seamless
interoperability between different fitness platforms, wearables, and health apps
through standardized APIs and protocols for data exchange. The platform's
tokenomics model incentivizes participation and ensures fair value distribution
among all stakeholders. Users earn tokens for sharing their data, which can be used
within the ecosystem for accessing premium content, services, or converted into fiat
currency. Data consumers, such as health researchers, fitness coaches, and sports
gear companies, access a rich dataset for analytics, product development, and
personalized services, fostering innovation and better health outcomes. FitChain's
governance model is decentralized, with decisions made collectively by the
community, ensuring the platform evolves in alignment with users' interestsand the
latest technological advancements. This democratic approach promotes
transparency, accountability, and user trust, making FitChain a pioneering solution
for the next generation of the digital health and fithess economy.
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SUPPORT SERVICES PROVIDED BY TRUSTCHAIN TO THIRD
PARTIES

Selected participants will receive support with the following services:

o

Access to Infrastructure: Applicants will be provided with Alastria blockchain
infrastructure (two different networks, T Network based on GoQuorum and B
Network based on Hyperledger Besu), compliant with Ethereum, for
demonstration purposes for those that may request to use it for testing their
proposed solution. This will be made available by Alastria through TRUSTCHAIN,
at no cost for the third-party innovators selected, in a BaaS model without need
for them to install any blockchain node.

Use of token: The TRUSTCHAIN consortium understands that the ultimate value
of a new and innovative application should be shown in business context, for
example, by demonstrating that the users (physical persons or companies) are
willing to pay for using the service. In this context, the TRUSTCHAIN core
consortium partners are willing to consider the possibility of issuing a crypto-
token for the purpose of demonstration of the applications’ business value,
should such an interest be expressed by the applicants.

Business support services. To support the selected third-party innovators to
exploit their use cases and successfully reach the market, different trainings and
sessions with mentors will be organised. Depending on the team profile, aspects
such as Value Proposition, pitching or IPR (among others) will be explored.

Communication support services: Major visibility, promotion and networking
opportunities are offered as part of the TRUSTCHAIN project and the Next
Generation Internet initiative. Selected third party innovators will:

have access to communication tool Kits and co-branding materials,

be showcased in the TRUSTCHAIN project welbsite,

be interviewed and promoted on relevant media channels.

be invited to participate in top events.

connect with a vibrant ecosystem of innovators, investors, industry players
and public authorities.

o O O O O

Each third party selected will be assigned one or more mentors from the TRUSTCHAIN
consortium to follow their progress and support them with specific expertise
(technical, user centric, legal aspects, business aspects) all along their project on a
regular basis.
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5 ANNOUNCEMENT
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Submission to the TRUSTCHAIN Open Call 5 will open on 11 November 2024 (13:00
PM CET) and close on 15 January 2025 (17:00 CEST). Dates for the different phases
are outlined below but may be subject to change if any modifications in the project’s

schedule occur.

Thetable below presentsthe indicative dates during which each phase of TRUSTCHAIN

Open Call 5 will take place.

Call Announcement

11 November 2024 at 13:00 PM CET

Call closure and submission

deadline

15 January 2025 at 17:00 CET

Total EU funding available for OC5

1989 000 €

Evaluation Period

Up to three months after the call closure

Signature of Sub-grant Agreement

Up to one month after the announcement of the final list of
selected projects

Expected duration of projects

9 months

Task description

Distributed Ledger Technologies (DLTs), such as blockchain,
have been transformative in enabling secure, decentralized
systems, but their widespread adoption has led to significant
environmental concerns. High electricity consumption, driven
by resource-intensive consensus mechanisms like Proof of Work
(PoW), the need for widespread transaction verification, and the
large amounts of data exchanged across the network contribute
to their negative environmental impact. Efforts to reduce this
impact must navigate a delicate balance between maintaining
decentralization and security while improving energy efficiency.
The objective is to optimize DLTs by leveraging digital identities,
trustworthy data, and novel economic mechanisms while
balancing technological advancement with sustainability.

In order to achieve TrustChain vision, it is expected that
applicants will employ digital identities, trustworthy data, and
already designed novel mechanisms for the ecosystems’
economy, in order to achieve high energy efficiency and
optimisation of particular DLTs. The development of solutions
will prioritize a user-centric approach that emphasizes energy
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efficiency, trustworthiness, scalability, privacy by design,
environmental sustainability, openness, and legal compliance.

Innovative projects should implement techniques such as:

Develop Energy-Efficient Consensus Mechanisms:
Design and implement consensus mechanisms that
reduce energy consumption, potentially moving away
from Proof of Work (PoW), while ensuring the security
and trustworthiness of DLT systems.

Introduce Sharding for Scalable Decentralization:
Implement sharding techniques to divide the network
into smaller, energy-efficient groups of maintainers,
drastically lowering energy usage while maintaining the
security and integrity of the entire DLT network. These
techniques could be related or employ DePIN incentive
mechanisms and approaches.

Optimize Data Management for Energy Reduction:
Explore methods for secure data removal to reduce the
storage demands of DLTs, allowing for the safe deletion
of obsolete data while maintaining the integrity and
reliability of the ledger.

Enable Consensus-less DLT Functionality: Investigate
and implement systems that perform DLT
functionalities without requiring communication
between miners, eliminating the need for costly
consensus protocols and drastically reducing energy
consumption.

Ensure Interoperability and Scalability: Develop
solutions that maintain openness and ensure that the
optimized DLT systems can seamlessly interact with
existing infrastructures, while ensuring scalability to
accommodate future growth without increased
environmental impact. Moreover, innovative DePIN
solutions that enable scalability and sustainability are
envisioned.

Energy-efficient and interoperable smart oracle
solutions: Develop scalable, decentralized oracle
solutions that exploit the capabilities of Al/ML, while
being energy-efficient, and ensuring the reliability and
integrity of real-world data. Interoperability with legacy
systems, including legacy identity systems, is important.
Also important is investigating the trade-offs between
energy efficiency and other performance metrics such
as latency and number of oracle nodes.

Energy-efficient Trusted Enclaves: Develop solutions
and mechanisms towards energy-efficient trusted
enclaves, potentially involving secure decentralized
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processing, secure multiparty computation, ZKP-based
analytics, etc.

Energy-efficient Cross-chain bridges: Develop resilient
and highly available bridging solutions that support
interoperability and the seamless integration of multiple
DLT-based ecosystems. These bridges should facilitate
state/data/asset exchange, privacy-enabling
mechanisms, and digital identities across multiple
chains. The solutions can utilize mechanisms such as
TEE, reputation, and data aggregation to ensure trust
while increasing energy efficiency.

Energy-efficiency applications: Develop applications
that make use of decentralized technologies and
significantly impact energy efficiency, circular economy
and sustainability, token strategies for sustainability, e.g.,
green certificates, digital product passports, etc.

Embedding and embodying philosophical concepts of
indigenous populations that can be used to achieve
sustainability and trustworthiness in the context of
climate change are also possible, also related to 5Cs2 for
sustainability, i.e., Consciousness, Conservation,
Community, Commerce, Culture. Examples of
applications may include, for example, but not limited to
the DestinE (Destination Earth) programme.

To develop such mechanisms, Applicants are requested to
addressed current challenges:

Energy-Intensive Consensus Mechanisms: Reducing
the energy usage of consensus protocols like Proof of
Work without compromising system security and
integrity between nodes. Develop consensus
mechanisms that combine the features of traditional
energy-efficient consensus mechanisms with the ability
to interpret and agree on the meaning of complex data.
This approach can significantly reduce the energy
consumption of blockchain networks while ensuring
that nodes reach consensus not just on transactions, but
on the contextual understanding of external data.

Trustworthiness vs. Efficiency Trade-off: Maintaining
high levels of decentralization to ensure trust and
democratic control, while reducing the number of
participating nodes to lower energy consumption.

Onchain/offchain Data Management and
Transmission: Reducing the volume of data stored and

2 https//commission.europa.eu/business-economy-euro/doing-business-eu/sustainability-due-diligence-responsible-

business/corporate-sustainability-due-diligence_en
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transmitted across the network to decrease energy
demands without compromising the accuracy, integrity,
or trustworthiness of the information.

Integration of Digital Identities: Implementing digital
identities to streamline processes and improve trust
without undermining the privacy or security of the
decentralized system.

Compatibility with Existing DLT Infrastructure:
Ensuring that novel mechanisms designed for energy
efficiency and sustainability can integrate smoothly with
existing DLT systems without disrupting their
functionality or scalability.

Oracles and Cross-chain Bridges: Energy efficient,
secure, trusted, and privacy-preserving data processing
technologies based on smart oracles for interfacing with
the real world and bridges for interconnecting different
chains.

Oracles for green certificates: Automating the
issuance, tracking, and verification of green certificates,
such as Renewable Energy Certificates (RECs). By
ensuring secure and tamper-proof data integration,
decentralized oracles enhance the transparency and
reliability of green certificates, enabling more efficient
trading and preventing fraud in renewable energy
markets.

Energy-efficient Trusted Enclaves: Energy-efficient
Trusted execution environments, secure decentralized
processing, secure multiparty computation, ZKP-based
analytics, etc.

Energy-efficient DePINs: Decentralized Physical
Infrastructure Networks collectively achieve to extend
the physical infrastructure towards higher availability,
higher coverage and lower marginal costs. However,
emerging DePIN infrastructures are not always energy-
efficient or cost-effective as a whole.

Token strategies for sustainable goals: Appropriate
incentives for sustainable goals may be provided by
solutions involving innovative cryptos, tokens,
tokenomics, and token strategies.

Balance between privacy and sustainability: it is
known that the mechanisms known as PETs, which are
applied to provide a layer of privacy to users are, in
general, of high energy consumption. Teams must find
solutions that optimize their use, applying each
mechanism only when strictly necessary, always trying
to find the most efficient solution at all times.
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e Adaptation to the Circular Economy and waste
reduction: solutions must minimize the use of materials
that generate waste or that are not recyclable. This
challenge involves designing solutions that use
renewable resources and consider the reuse and
recycling of components, thus contributing to the
circular economy.

e Efficient use of underutilized resources: applicants
should design solutions that utilize existing compute or
storage infrastructure during periods of low activity. The
challenge lies in developing mechanisms to
automatically detect when infrastructures are in a low
usage state and redirect processes to those resources
without interrupting other operations.

Applications should cover real needs of the end-users in one a
specific sector such as for example banking, education,
healthcare, or e-government.

A user centric design approach should frame the development
of these solutions.

Submission and evaluation process

e Proposals are submitted in a single stage and the
evaluation process is composed of three phases as
presented hereafter:

¢ Phase 1: Admissibility & eligibility check

e Phase 2: Proposals evaluation carried out by the TrustChain
Consortium with the assistance of independent experts.

e Phase 3. Online interviews (10 minutes pitching & 20
minutes of Q&As) and final selection carried out by
TrustChain Consortium and TrustChain Advisory Board
Members.

Further information

Further details are available at: https://trustchain.ngi.eu/apply

6 SUPPORT TO APPLICANT

The TRUSTCHAIN consortium will provide information to the applicants only via
trustchain@ngi.eu. No binding information will be provided via any other means (e.g,,

telephone or email).

o More info at: https://trustchain.ngi.eu/apply

Apply via: https//www.f6s.com/trustchain-open-call-5-application

o
O Support team: trustchain@ngi.eu
o

Personal Data Protection Policy available at: https://trustchain.ngi.eu/privacy-

policy/
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The TRUSTCHAIN consortium will also organise webinars to connect with interested
applicants so stay updated and get involved!

7 KIT FOR APPLICATION

The TRUSTCHAIN Open Call 5 supported material is the following:

The Open Call #5 - Call document

The present document.

Annex A - Guide for Applicants

This document provides in details the information to help apply to the TRUSTCHAIN
Open Call 5 such as an abstract of the TRUSTCHAIN action, a description of the
TRUSTCHAIN open call 5, the modalities for application, the evaluation process, the
scheme of the funding support, the IPR aspects related to TRUSTCHAIN and how to
prepare and submit a proposal: It is available at: Open Call #5 - TrustChain (ngi.eu)

The kit also includes the Model Sub-grant Agreement (draft template only),
Administrative form (read only), Proposal description and the Additional Applicants
templates, as follows:

Annex B - Model Sub-grant Agreement - draft template only
Annex C - Administrative Form - read only
Annex D - Proposal Description template - read only

Annex E - Additional Applicants template - read only

Note: Word templates (Annex D and Annex E) are available at the F6S Submission
System.

F £ g R e, T e
. et (@) W A s gas,, rimerex B F BT

57


https://trustchain.ngi.eu/open-call-5/

	1 PREAMBLE
	2 THE TRUSTCHAIN PROJECT
	3 OPEN CALL #5: GREEN SCALABLE AND SUSTAINABLE DLTS
	3.1 Introduction
	3.2 CHALLENGES TO BE ADDRESSED
	3.3 SPECIFIC OBJECTIVES
	3.4 OC5 SPECIFIC REQUIREMENTS
	3.4.1 Technical Requirements
	3.4.2 Sustainability requirements
	3.4.3 Regulatory and standards requirements
	3.4.4 User Centricity requirements

	3.5 EXPECTED OUTCOMES AND POSSIBLE APPLICATION DOMAINS
	3.6 MANDATORY DELIVERABLES
	3.7 TRUSTCHAIN ECOSYSTEM TO DATE
	3.7.1 Open Call #1 - Decentralised digital identity
	3.7.2 Open Call #2 - User privacy and data governance
	3.7.3 Open Call #3 - Economics and democracy


	4 SUPPORT SERVICES PROVIDED BY TRUSTCHAIN TO THIRD PARTIES
	5 ANNOUNCEMENT
	6 SUPPORT TO APPLICANT
	7 KIT FOR APPLICATION

